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Lock Pick Meets Hack Lab – a Virtual Introduction
There have been deafening media screams about it for
years but reality often lags behind the hype - particularly
in IT. Those in the industry are sadly accustomed to
seeing shiny bright customer and even management
facing stuff actually being driven by vaporware and
overworked techs with duct tape in the background and
powered by the same old frantic chipmunks at the
center. But a sea change has happened: reality has
caught up with the hype. It came wrapped in a bow
symbolized, most appropriately, by the addition of a
hack lab table to the ever popular steampunk lock
picking table at this year’s SecTor2015.
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The chance to practice the romance of picking physical locks was always fun in a
world where there were still mostly physical locks. The world’s new locks demand a
different toolkit and a new skillset and those who would break in sport an edgy vibe
and the hoodie chic of a Mr. Robot.
Appropriately enough there wasn’t even any signage at the hack table - just a few
laptops scattered around, and a few devices on display in the corner to be hacked.
The knowledgeable guys from TripWire who were manning the booth were kind
enough to provide both a cheat sheet and one-on-one coaching if you got stuck. All
you needed to get started was a basic understanding of Linux and you were cleared
to try your hand.
Tyler Reguly, Manager @ Tripwire, told the story of this one university student who
apparently spent five solid hours at the table and, in that relatively short time, was
able to gain access to three of the devices. Another talented soul took only two hours
to hack his first device. TV and movies collapse time – in those imagined worlds
major systems are compromised in a matter of seconds, maybe minutes. In the real
world, a few hours to hack a device is nothing - a lightening pace. We are all agog!
Truth be told, however, few security geeks are actually hackers and most wouldn’t
know where to begin. They come with better basic knowledge and the kinds of minds
that could but mostly they don’t – mostly because they have day jobs and better
things to do. Clearly, however, defending the new frontier necessitates knowing how
it’s done to better defend personal perimeters even more than the corporate crown
jewels. Corporations at least have professionals patrolling their space, however
imperfectly, but the average person has both attractive resources and zip for
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protection against a targeted hack. In the IoT world when your fridge is left unguarded
your whole system could be fried and your front door magically unlocks itself. Click.
The truly scary part for everyone, and this expert group is no exception, is realizing
just how easily it is actually done. Be afraid. Be very afraid.

Comment on this article
Popular White Paper On This Topic
Cisco Cloud Certification

Related White Papers

Windows Server 2012: Security in the Enterprise
The State Of Endpoint Security Adoption 2014 To 2015
Building the mobile enterprise - integrated, secure and ...

More White Papers

Leave a Comment

Connect to this blog to be notified of new entries.

PREVIEW

SUBMIT

You are not logged in.

Sign In to post unmoderated comments.
Join the community to create your free profile today.

Want to read more from Rita Fundner? Check out the blog archive.
Keyword Tags: security cybersecurity privacy SecTor2015 hacking
Disclaimer: Blog contents express the viewpoints of their independent authors and are not reviewed for
correctness or accuracy by Toolbox for IT. Any opinions, comments, solutions or other commentary expressed
by blog authors are not endorsed or recommended by Toolbox for IT or any vendor. If you feel a blog entry is
inappropriate, click here to notify Toolbox for IT.

Browse all IT Blogs

10/26/2015 11:03 AM

Lock Pick Meets Hack Lab - a Virtual Introduction

3 of 3

Toolbox for IT

My Home
Topics
People
Companies
Jobs
White Paper Library

Collaboration Tools
Discussion Groups
Blogs
Wiki

Follow Toolbox.com
Toolbox for IT on Twitter
Toolbox.com on Twitter
Toolbox.com on
Facebook

Topics on Toolbox for IT

http://it.toolbox.com/blogs/quazitek/lock-pick-meets-hack-lab-a-virtual-i...

Data Center
Data Center

Enterprise Architecture & EAI
Enterprise Architecture & EAI

Development
C Languages
Java
Visual Basic
Web Design & Development

Information Management
Business Intelligence
Database
Data Warehouse
Knowledge Management
Oracle

Enterprise Applications
CRM
ERP
PeopleSoft
SAP
SCM
Siebel

IT Management & Strategy
Emerging Technology & Trends
IT Management & Strategy
Project & Portfolio Management
Cloud Computing
Cloud Computing

Networking & Infrastructure
Hardware
Networking
Communications Technology
Operating Systems
Linux
UNIX
Windows
Security
Security
Storage
Storage

Toolbox.com

About
News
Privacy
Terms of Use
Work at Toolbox.com
Advertise
Contact us
Provide Feedback
Help Topics
Technical Support
PCMag Digital Group

Other Communities

Toolbox for HR
Toolbox for Finance

Copyright ©1998-2015 Ziff Davis, LLC (Toolbox.com). All rights reserved. All product names are trademarks of their respective
companies. Toolbox.com is not affiliated with or endorsed by any company listed at this site.
PCMag Digital Group

10/26/2015 11:03 AM

