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IT security threats have changed significantly from years past when the bulk of
attacks were instigated by hackers seeking notoriety within underground cyber
communities. Today, attacks have rapidly evolved from being directed at daily users
of the Internet to highly targeted attacks on government and corporate IT
installations.
With the use of technology in so many areas of our lives - from those that we see
every day such as our computers to others we don't think of, such as traffic light
controllers - it's important we take a holistic view of our systems and make security a
part of everyone's responsibility.
While the demand for skilled IT workers has never been greater, a tighter rein on
municipal budgets and overall spending has forced many Canadian cities to place less
emphasis on IT staff training. Most municipal IT training is done on a yearly or
biannual basis, meaning staff don't necessarily access the most up-to-date
information on IT security.
One municipality that is taking a proactive IT security stance is the City of
Mississauga, Ont. As one of Canada's largest municipalities, Mississauga is
responsible for a wide range of services and operates as a mini-conglomerate with
numerous different businesses under the single umbrella of the City of Mississauga.
In many of these areas, IT security is an integral part and IT staff are seeking new
resources and avenues to obtain the latest security information. The City's IT staff
have begun reaching out to the Canadian IT security community by participating in
local user-group meetings.
These meetings offer an opportunity to obtain the latest information regarding IT
security and share experiences with other group members in a social, vendor-neutral
and convenient environment. "IT staff need to share information on a regular basis in
order to remain current," says James Lin, an integration specialist for the City.
"Community-based user-groups enable IT staff from all organizations to stay up to
date without having to go it alone. We can learn about other user experiences with all
types of common tasks such as database security, intrusion prevention, compliance
and identity, and access management issues."
IT professionals are increasingly turning to their peers and the wider IT community for
security-related information and advice. There is an extensive Canadian IT security
community that municipalities and IT professionals can draw on.
New relationships can be cultivated at several regional, national and international
user-groups, such as the Toronto Area Security Klatch (TASK), High Technology
Crime Investigation Association (HTCIA), and industry associations liker the
Information Systems Security Association (ISSA) and Canadian Information
Processing Society (CIPS).
These groups also provide a forum for experts to take part in discussions and share
their expertise on the latest trends and security threats. Members include information
security practitioners, managers, network administrators, students and anyone
interested in learning more about securing information.
In addition to the community user-groups, e-newsletters and online Web forums,
blogs are also becoming a main point of reference. They are the new knowledge
centres for both government and corporate IT professionals because they tend to be
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vendor-neutral and provide real-world examples of IT security. Some of the more
popular IT security blogs are Windows Vista Security Blog, MSRC Blog, Port 25 OSS Lab @ MSFT and Tales from the Crypto.
"As one of the largest and fastest growing municipalities in Canada, we have to do a
balancing act to provide residents with the best possible service, while also being the
most trusted and secure partner we can possibly be," says Lin.
"While security threats continue to grow in sophistication, public-sector IT workers
must focus on making the best use of what's available within the Canadian IT security
community."
Although the Canadian IT community has made huge inroads in the area of security,
we need to continue to share our experiences and make things easier for frontline IT
workers in both the government and corporate sectors.
As budget constraints are a constant across all sectors, IT staff need to capitalize on
these new methods to streamline the information retrieval process. Municipalities are
one group forging this new path for other industries to follow as they prove they can
adapt to today's new IT security challenges.
As a result, more individuals from different worlds will begin to talk together, making
life simpler for IT staff across all industries. It is always easier to find a solution
collectively versus individuals working on their own, and this is where IT security is
going today.
Bruce Cowper is a senior program manager for Microsoft Canada. He can be reached
at bruce.cowper@microsoft.com
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In Part 1 of InterGovWorld's
Spotlight on Marc Bureau,
the Mayor of Gatineau
discussed the many reasons
why his city finds itself on a
shortlist of the world's most
"intelligent communities." In
Part 2, Bureau points to the
online tools at citizens'
fingertips through the city
Web site, and why Gatineau
is quickly becoming a top
contender in e-government.
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improving client centered
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about service.
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Making over the global
urban infrastructure
This report published by Booz
Allen Hamilton outlines how
critical infrastructure that is
taken for granted by both
citizens and government leaders
alike is technologically outdated,
woefully inadequate,
increasingly fragile, or all of the
above. The report investigates
how the world's urban
infrastructure needs a $40
trillion makeover to reinvigorate
our electricity, water, and
transportation systems by
integrating finance, governance,
technology, and design.
Download it now
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Security Threat Report
(July 1 to December 31,
2006)

Administrators
Multilateral
Instruments

Symantec has observed high
levels of malicious activity
across the Internet, with
increases in phishing, spam, bot
networks, Trojans, and zero-day
threats. However, whereas in
the past these threats were
often used separately, attackers
are now refining their methods
and consolidating their assets to
create global networks that
support coordinated criminal
activity. Download this report
now to discover the trends and
methodologies underlying
network attacks today. You will
understand, for example, how
an increasing interoperability
between diverse threats and
methods can lead to networks
being compromised and used in
concert as global networks of
malicious activity that support
their own continued growth.

The time to develop a plan of
action for the Canadian rules on
the Sarbanes-Oxley Act was
December 31, 2006, and to put
them into operation by end of
December, 2007. Controls which
have been developed and
templated by Symantec for use
with Symantec Enterprise
Security Manager to manage
SOX compliance in the US, are
equally valid and useful in
managing CSOX compliance in
Canada. This paper seeks to
show how the Canadian
Securities Administrators rules
map to the equivalent US
legislation.
Download it now
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