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Disclaimer SEC} {ror

The testing methodology and techniques used during this presentation are not
meant to discredit any endpoint protection solution.

All results represent a point in time and results may differ based on different
testing scenarios. Solutions tested at the time were current, up to date and
configured by each vendor. Some products may have changed or may have been
revised sinceé testing was last performed.

This presentation serves onl?éto give back and provide a testing framework to help
you to effectivity conduct EPP testing on your own. The information in this
presentation is not for financial gain. Opinions are my observations.

Thanks to the Consumer Review Fairness Act of 2016 contracts that purport to restrict our ability to
publish these reviews, are void.
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Alnformation Security Professional for the past 15 year:’&

ACurious nerd by nature and there is always a solution v

Aln my spare time | research and play with new
technologies, build, break, rinse, repeat

Alnterest in:
AVulnerability Management
AMalware Evasion Techniques
AData Security and Defensive Tactics

ALinux and playing witithubrepos

E: tangentmelb@gmail.com
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ABackground

AEndpoint Summary Lies and Truths
AHow to Prepare

APre-Execution Testing

AExecution Testing

APostExecution Testing
AEnvironment / Business Testing
ASummary
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Task To resolve the issue of rampant ransomware, specifically
Impacting network shares

Challenges faced
A Clicking on Phishing Campaigns
A Multiple mapping to file shares
A Endpoint User files are encrypted, resulting in encrypted file shares
A Backups and recovery services equated-®days loss attempting to bring
the environment back to 100%
Goal Dramatically reduce ransomware events (from 10 major toyt)p/

Result Creation of a framework that went beyond ransomware and
using the marketing hype to perform a reusable testing methodology
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Fiction: Protect only your critical servers!
Fact: Deployment is essential

A File Share protected with an EPP agent

A Patient 0 is not protected or is using traditional
AV

A Patient O clicks on a malicious attachment and
resulting in local files being encrypted on the
endpoint

A Will the files on the share drive be spared???
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AProvide an overview of endpoint protection products (EPP)
AKnowing where to start
ACompany business requirements vs. EPP Solution

APlanning your POC:;:
APlan
APreparation
ATesting and Evaluations

AProvide you with tools to enable you to test SO|UtIOITb
yourself

AYou:Knowledge!
~ AKnow the questions to ask
AKnow how to do it yourself
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Traditional Endpoint Protection
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The Marketing Hype SEChiwr
R

Marketing Real Time APT Protection
ObservationsNo memorybased analysi

€

Marketing Multi-layered Approach
ObservationsTurn a layer off, hello malware

J

o) C

Marketing Leader in Cloutdased Endponlt
ObservationsHave a roaming user with no internet

connection, product effectiveness drops D
4

Marketing:Complete replacement of your legacy AV
ObservationsConsider the impact on your compliance
needs!
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More of the Benefits:
Reduction of Incidents
People Costs
Reputation

Less of the Problem:
A Ransomware
A Insider Threat
A Malicious Outsider

o To T To o

Keep the business running& /;, o A Threat Hunting
/ » _
Protect Pll data Ny " Alncident Response
Requirements: Measurements:
A Functional A adza ({02 d RlOAO0OS G2 KI

A Non-Functional A Weighting + Scoring



POC Timeline
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Planning and
Research

\ 3 months }

/A ~80 bus\i{ness \

requirements

A ~20 nonfunctional

A Test scenarios

A Investigated impact on
different users, roles,
remote workers,
platforms in operation

Solution
Testing

4-5 months

Business
Testing

| | 2months |

QCIoud vs No Cloud /

A Preparation of Test Environ@

A Collect Malware Samples and
Scripts

A Malware Mutation

A Varied sample data

A PreExecution

A Execution

A PostExecution

\ADocument Findings /

ﬁlnstall Ag!nt in Busineg

Environment
A Monitor Mode Only
A Test Packaging

Applications

Methods
A Test Other Depende
A Document Findings

A Test Against Custom

A Test Against Deployment

ncies

%




Preparation of Environmel SEChiror

Recommend to build your own test environment consisting of:
A Victim machine

A Attacker machine
A Malware machine

A Victim machine 1l which is connected to Victim 1

Considerations for virtual environments:
A Not all VMs will execute malware in the same way

A VirtualBox (for example) compared to KVM, AWS or VMWare will
all behave differently

A Consider vendor cloud setups, convenience yes, ability to compar
solutions side by side no.
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Submet Associations:

A All our test machines were
fully patched with the EPP
agent installed on them.

A Vendor worked with us to
create the prevention policies
either in their SaaS
environment or virtual
servers.

A We used their environment
to validate and monitor only;
no settings were changed.



Testing Recommendatic SEChiwr

Recommendations:

A Test the different layers of the software, and then disable each
layers to determine tightoupling constraints

A Connected agents and naionnected agents

A If your organisation has different user profiles for different roles,
consider testing these to check for different results

A2KSYy (GSadAay3a YIFftglNBE a Al
g NASUeées yS¢s 2fRZ INBE | yR
times different ways (packers, hastodifiers)

A Test more than binaries try other file types such as .zip, .jar, .com,
Vvbs change amxt, rename a file,ps, falsepositive directories

Qa3
R 2
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Where to source malwar« SEC}ros

Aln house / private collect / ask your forensic teams
AGithubRepo

A Maltrieve
A theZoo
A Malware-samples

AOther dedicated malware sites (sub

A VirusTotal

A VirusShare

A Malwr

A TestMyAv

A Malshare

A MalwareDB

A Malware Traffic Analysis
A AlienVault




Test Case 1:

Static Malware Testing (file exists)~ Output

AFocus on dormant files / no running
processes ADetection
. ——
Almportance of background scanning AQuarantine
AFile changes (ewrite, modify,
delete) L

)

/—




PreExecution Scoring San SEC}ror

Solution 1
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Malware
Sample Set A - Personal / Company Collection
Malware Set A 10 7
Malware Set B 20 15
Total 30 22
Percentage 0.733
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PreExecutior Original SEC}iror
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~20,000 samples used

Quarantined
Not Quarantined
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~50 samples used

=D E

Quarantined
Not Quarantined



Security Education Conference

Dynamic Malware Testing — Qutput

ATurn off preexecution module —  ADetection
AExecute malware AQuarantine
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Method A
: : 5 o [z
Sample Detonation Testing Only & S |28
. — 3 |03
Scoring Sheet Z | 2 |g @
5 |2 |5s
-
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Malware
Malware Set A - Company Samples
Set A 10 9 1
Set B 5 4 0 1
Total 15 13 |1 1

Malware Set B - xx
SetA
SetB
Total 0 0 0 0
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Execution of Malware Demo

Scenario:

A Pre-execution engine disabled

A 100 pieces of malware executed
sequentially using a loop within a
PowerShellscript




Security Education Conference

Dynamic Malware Testing — Qutput

AAIl modules enabled —  ADetection
AExecute malware AQuarantine




Execution Scoring Sam SEClwor

Method A
Pre-Exe Execution
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Malware Samples

Malware Set A

Sample A 5 3 2 1 1 0

Sample B 4 4 0
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All Capabilities Execution Del SEC}ror

All Capabilities Enabled Demo

Scenario:

A 100 pieces of malware executed sequentially
using a vidhe command line

A 100 pieces of malware were mutated two times
using two different methods to change their hash
values

Aal OKAY S -aasoniwRrddldzo f S
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Pros and Cons for the Loop Other Takeaways
+ Test efficiency of the agent AMutate files using different
methods

+ Good stress test

+ Performance Test ATest the different

components to determine

- Hard to know which piece tight coupling
executed .
L ASandboxing had lots of
- Cross Contamination difficulty
- Lots of rebuilding ARetested mutated files

- . 2dz OF yQi RSSL) RueddSater demonstrated
no difference In results. ML?
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Dynamic Malware Testing —  Output

APreExecution Modules Disabled AQutarantinteef(iooi_(F)’;%%eSS dic
. not execu |

ADepending on use case, turn off :

preventive controls for testing

AExecute malware
AWas it stopped?

AWas it allowed to be installed?

AWhat data was seen?
AWhat additional information?

ADetection
AProcess Information
— AloAandloC

Testing Scenarios:

A Cloud / No Cloud Connectivity

A Individual Pieces of Malwares

A Keep it varied such as browser exploits, embedded
macros, phishing links, weaponised attachments etc



