
Lies, and Damn Lies:
.

Getting Past the Hype of Endpoint Security Solutions



Disclaimer
The testing methodology and techniques used during this presentation are not 
meant to discredit any endpoint protection solution.

All results represent a point in time and results may differ based on different 
testing scenarios. Solutions tested at the time were current, up to date and 
configured by each vendor. Some products may have changed or may have been 
revised since testing was last performed.

This presentation serves only to give back and provide a testing framework to help 
you to effectivity conduct EPP testing on your own. The information in this 
presentation is not for financial gain. Opinions are my observations.

Thanks to the Consumer Review Fairness Act of 2016 contracts that purport to restrict our ability to 
publish these reviews, are void.



Who am I?

Lidia Giuliano     @pink_tangent

ÅInformation Security Professional for the past 15 years

ÅCurious nerd by nature and there is always a solution

ÅIn my spare time I research and play with new 
technologies, build, break, rinse, repeat

ÅInterest in:
ÅVulnerability Management

ÅMalware Evasion Techniques

ÅData Security and Defensive Tactics

ÅLinux and playing with Githubrepos

E: tangentmelb@gmail.com
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ÅSummary



Background

Task: To resolve the issue of rampant ransomware, specifically 
impacting network shares

Challenges faced:
Å Clicking on Phishing Campaigns
Å Multiple mapping to file shares
Å Endpoint User files are encrypted, resulting in encrypted file shares
Å Backups and recovery services equated to 2-3 days loss attempting to bring 

the environment back to 100%

Goal: Dramatically reduce ransomware events (from 10 major to 1 p/yr)

Result: Creation of a framework that went beyond ransomware and 
using the marketing hype to perform a reusable testing methodology



Ransomware Demo

Å File Share protected with an EPP agent
Å Patient 0 is not protected or is using traditional 

AV
Å Patient 0 clicks on a malicious attachment and 

resulting in local files being encrypted on the 
endpoint

Å Will the files on the share drive be spared?????

Fiction: Protect only your critical servers!

Fact: Deployment is essential!



Objectives

ÅProvide an overview of endpoint protection products (EPP)
ÅKnowing where to start
ÅCompany business requirements vs. EPP Solutions
ÅPlanning your POC:
ÅPlan
ÅPreparation
ÅTesting and Evaluations

ÅProvide you with tools to enable you to test solutions 
yourself
ÅYou:Knowledge! 
ÅKnow the questions to ask
ÅKnow how to do it yourself



Endpoint Protection Overview

Traditional 
AV

Point in time

Easy to Evade

Low 
Effectiveness

Machine 
Degradation

NextGeneration
Endpoint Protection

NG-AV EDR
Application 
Whitelisting

Machine Learning

Behavioural 
Patterns

Greaterratesof
Effectiveness

Process Execution 
Visualisation

Threat 
Intelligence

Hunting and IR 
Features

Detect and 
Respond to IoA

Zero Day
Script Control / 

Detection
Memory 

Protection

SOC Offering

Containment



The Marketing Hype

Marketing: Real Time APT Protection
Observations: No memory-based analysis

Marketing: Leader in Cloud-based Endpoint
Observations: Have a roaming user with no internet 
connection, product effectiveness drops

Marketing: Complete replacement of your legacy AV
Observations: Consider the impact on your compliance 
needs!

Marketing: Multi-layered Approach
Observations: Turn a layer off, hello malware



Business Problem

Less of the Problem:
ÅRansomware
ÅInsider Threat
ÅMalicious Outsider
ÅThreat Hunting
ÅIncident Response

More of the Benefits:
ÅReduction of Incidents
ÅPeople Costs
ÅReputation
ÅKeep the business running
ÅProtect PII data

Requirements:
ÅFunctional
ÅNon-Functional

Measurements:
ÅaǳǎǘΩǎ Ҍ {ƘƻǳƭŘΩǎҌ bƛŎŜ ǘƻ ƘŀǾŜΩǎ
ÅWeighting + Scoring



POC Timeline

3 months

Planning and 
Research

Å~80 business 
requirements

Å~20 non-functional
ÅTest scenarios
Å Investigated impact on 

different users, roles, 
remote workers, 
platforms in operation

ÅCloud vs No Cloud

Solution 
Testing

ÅPreparation of Test Environment
ÅCollect Malware Samples and 

Scripts
ÅMalware Mutation
ÅVaried sample data
ÅPre-Execution
ÅExecution
ÅPost-Execution
ÅDocument Findings

4-5 months 2 months

Business 
Testing

Å Install Agent in Business 
Environment

ÅMonitor Mode Only
ÅTest Packaging
ÅTest Against Custom 

Applications
ÅTest Against Deployment 

Methods
ÅTest Other Dependencies
ÅDocument Findings



Preparation of Environment

Recommend to build your own test environment consisting of:
Å Victim machine
Å Attacker machine
Å Malware machine
Å Victim machine II which is connected to Victim 1

Considerations for virtual environments:
Å Not all VMs will execute malware in the same way
Å VirtualBox (for example) compared to KVM, AWS or VMWare will 

all behave differently
Å Consider vendor cloud setups, convenience yes, ability to compare 

solutions side by side no.



Testing Environment

ÅAll our test machines were 
fully patched with the EPP 
agent installed on them. 

ÅVendor worked with us to 
create the prevention policies 
either in their SaaS 
environment or virtual 
servers.

ÅWe used their environment 
to validate and monitor only; 
no settings were changed.



Testing Recommendations

Recommendations:
Å Test the different layers of the software, and then disable each 

layers to determine tight-coupling constraints
Å Connected agents and non-connected agents
Å If your organisation has different user profiles for different roles, 

consider testing these to check for different results
Å²ƘŜƴ ǘŜǎǘƛƴƎ ƳŀƭǿŀǊŜΣ ŀǎ ƛǘΩǎ ǘƘŜ ŜŀǎƛŜǎǘ ǎŎŜƴŀǊƛƻΣ ŎƘƻƻǎŜ ŀ 
ǾŀǊƛŜǘȅΣ ƴŜǿΣ ƻƭŘΣ ƎǊŜȅ ŀƴŘ ŘƻƴΩǘ Ƨǳǎǘ ƳǳǘŀǘŜ ǘƘŜƳ ȄмΣ Řƻ ƛǘ ŀ ŦŜǿ 
times different ways (packers, hash modifiers)

Å Test more than binaries try other file types such as .zip, .jar, .com, 
.vbs, change an ext, rename a file, .ps, false-positive directories



Where to source malware?

ÅIn house / private collect / ask your forensic teams

ÅGithubRepo
ÅMaltrieve
ÅtheZoo
ÅMalware-samples

ÅOther dedicated malware sites (subscribed / free)
ÅVirusTotal
ÅVirusShare
ÅMalwr
ÅTestMyAv
ÅMalshare
ÅMalwareDB
ÅMalware Traffic Analysis
ÅAlienVault

5ƻƴΩǘ ōŜ ŀŦǊŀƛŘ ǘƻ 
handle malware

Most are password 
protected

** Important to have a variety of families **



Test Case 1: Pre-Execution

Static Malware Testing (file exists)
ÅFocus on dormant files / no running 

processes

ÅImportance of background scanning

ÅFile changes (on-write, modify, 
delete)

Output

ÅDetection

ÅQuarantine

Testing Scenarios:
ÅCloud / No Cloud Connectivity
Å If business requirement, test different file 

introductions such as USB device, network 
copy, save as download etc.

File Types:
Å5ƻƴΩǘ Ƨǳǎǘ ŦƻŎǳǎ ƻƴ t9ǎΣ ǘǊȅ ŘƛŦŦŜǊŜƴǘ ŦƛƭŜ-types, 

.dll, .bin, .jar, .tar, .com, .ps
ÅOther file-types and scripts are not are 

available in pre-execution as yet.
ÅSandboxing is not pre-execution



Pre-Execution Scoring Sample
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Pre-Execution - Mutated
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Pre-Execution ςOther Types
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Test Case 2a: Execution

Dynamic Malware Testing

ÅTurn off pre-execution module

ÅExecute malware

Output

ÅDetection

ÅQuarantine

Testing Scenarios:
ÅCloud / No Cloud Connectivity
ÅTest Malware by bulk if wanted to test 

effectancy(such as the for loop) of the 
agent

Å5ƻƴΩǘ ǳǎŜ ŦƻŎǳǎ ƻƴ ƻƴŜ ƳƻŘŜ ƻŦ ŜȄŜŎǳǘƛƻƴ 
such as a for loop executing binaries

ÅHide your malware behind scripts, rename 
your powershellscripts, rename files, use 
whatsnaïve to that operating system



Execution Scoring Sample



Execution Demo

Execution of Malware Demo

Scenario:
ÅPre-execution engine disabled
Å100 pieces of malware executed 

sequentially using a loop within a 
PowerShellscript



Test Case 2b: Execution

Dynamic Malware Testing

ÅAll modules enabled

ÅExecute malware

Output

ÅDetection

ÅQuarantine

Testing Scenarios:
ÅCloud / No Cloud Connectivity
ÅTest Malware by bulk if wanted to test 

effectancy(such as the for loop) of the 
agent

Å5ƻƴΩǘ ǳǎŜ ŦƻŎǳǎ ƻƴ ƻƴŜ ƳƻŘŜ ƻŦ ŜȄŜŎǳǘƛƻƴ 
such as a for loop executing binaries

ÅHide your malware behind scripts, rename 
your powershellscripts, rename files, use 
whatsnaïve to that operating system



Execution Scoring Sample



Of the malware 
which infected this 
EPP, re-tested 3 
times over a period 
of 3 weeks. There 
appeared to be no 
machine learning 
or behavioral 
changes.

Execution ςKnown Malware
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Execution ςUnknown Malware
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No Pre-execution Functionality

Re-testing showed 
no difference in 
results.

Not all files tested 
due to the system 
being white 
screened or 
shutdown.

Very slow executing 
mutated samples.

Remaining malware 
caused the machine 
to shutdown 4-5 
times.

No change when re-
testing.

Agent quarantined or stopped almost all 
mutated samples.

Of the mutated sets, this agent machine 
learning ability was strong. However, the 
last sample set caused multiple machine 
shutdown.

Slow execution of mutated samples.
Agent protected against most of the 
malware with machine shutdown 1-2 times.
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All Capabilities Execution Demo

All Capabilities Enabled Demo

Scenario:
Å100 pieces of malware executed sequentially 

using a viathe command line
Å100 pieces of malware were mutated two times 

using two different methods to change their hash 
values
ÅaŀŎƘƛƴŜ ƛǎ άŘƻǳōƭŜ-ransomwaredέ



Execution Takeaways

Pros and Cons for the Loop

+ Test efficiency of the agent

+ Good stress test

+ Performance Test

- Hard to know which piece 
executed

- Cross Contamination

- Lots of rebuilding

- ¸ƻǳ ŎŀƴΩǘ ŘŜŜǇ ŘƛǾŜ

Other Takeaways

ÅMutate files using different 
methods

ÅTest the different 
components to determine 
tight coupling

ÅSandboxing had lots of 
difficulty

ÅRe-tested mutated files 
weeks later demonstrated 
no difference in results. ML?



Test Case 3: Post-Execution

Dynamic Malware Testing

ÅPre-Execution Modules Disabled

ÅDepending on use case, turn off 
preventive controls for testing

ÅExecute malware

ÅWas it stopped?

ÅWas it allowed to be installed?

ÅWhat data was seen?

ÅWhat additional information?

Output

ÅQuarantined or Process did 
not execute (optional)

ÅDetection

ÅProcess Information

ÅIoAand IoC

Testing Scenarios:
ÅCloud / No Cloud Connectivity
Å Individual Pieces of Malwares
ÅKeep it varied such as browser exploits, embedded 

macros, phishing links, weaponised attachments etc


