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ABOUT ME

A Kevin McBride
A Security Specialist at Meridian Credit Union

A 12 years in IT and Security
A Sarted my career as a Microsoft Directory Services phone support guy

A Have implemented the defenses discussed in this presentation in large
production environments
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[ EASY ATTACKS

A During this talk we will run through 7 attacks, stealing credentials and
escalating privileges in Active Directory.

A After each attack we will discuss how we can prevent it.

AWedre going t o slinaxbdx dwe physicallyplagged mto the
network or were given the  wifi password.

A All the tools we will use are free, open source software available for
download - created and supported by the information security community.



" USERS

A Administrator
A Domain Admin

A SQLService
A Local Admin on Serverl

A C. Bucket
A Print Operator

A O. Loompa
A No special privileges
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SIMPLE LAB LAYOUT

Domain ControllefDQ) Server(Servet)

Workstation(Workstatioril) Us(Attacked)
10.0.2.50 10.0.2.200



ATTACK #1: LEGACY PROTOCOLS

A NetBIOS NS- Network Basic Input/Output System & Name Service
ALLMNRSJ Link Local Multicast Name Resolution

AWPAD 8 Web Proxy Auto Discovery Protocol



DEMO 1

A $Responder.py

Aresponder 8l ethO dwv
A -I = select the interface
A -w = enable Wpad
A -v shows hashes multiple times

AWaitfor O. Loompa t o go somewhere that doesndt e>
her credentials.






