
NEW TITLE:

7 EASY ATTACKS AGAINST 
ACTIVE DIRECTORY
And How to Prevent Them Through Good Practices and a Little Group Policy



ABOUT ME

ÅKevin McBride

ÅSecurity Specialist at Meridian Credit Union

Å12 years in IT and Security

ÅStarted my career as a Microsoft Directory Services phone support guy

ÅHave implemented the defenses discussed in this presentation in large 
production environments



CREDIT

ÅSean Metcalf - https ://adsecurity.org / @PyroTek3

ÅBenjamin Delpy - https:// github.com/gentilkiwi @gentilkiwi

ÅWill Schroeder - http://blog.harmj0y.net/ @harmj0y 

ÅTim Medin - https:// github.com/nidem @TimMedin

ÅCarlos Perez - https://www.darkoperator.com / @Carlos_Perez

ÅRob Fuller - https:// room362.com/ @mubix

https://adsecurity.org/
https://github.com/gentilkiwi
http://blog.harmj0y.net/
https://github.com/nidem
https://www.darkoperator.com/
https://room362.com/


7 EASY ATTACKS

ÅDuring this talk we will run through 7 attacks, stealing credentials and 
escalating privileges in Active Directory.  

ÅAfter each attack we will discuss how we can prevent it.

ÅWeõre going to start with just our linux box ðwe physically plugged into the 
network or were given the wifi password.

ÅAll the tools we will use are free, open source software available for 
download - created and supported by the information security community.



USERS

ÅAdministrator

ÅDomain Admin

ÅSQLService

ÅLocal Admin on Server1

ÅC. Bucket 

ÅPrint Operator

ÅO. Loompa

ÅNo special privileges

SIMPLE LAB LAYOUT
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ATTACK #1: LEGACY PROTOCOLS

ÅNetBIOS NS - Network Basic Input/Output System ðName Service

ÅLLMNR ðLink Local Multicast Name Resolution

ÅWPAD ðWeb Proxy Auto Discovery Protocol



DEMO 1

Å$Responder.py 

Åresponder ðI eth0 ðwv

Å-I = select the interface

Å-w = enable Wpa d

Å-v shows hashes multiple times

ÅWait for O. Loompa to go somewhere that doesnõt exist so you can capture 
her credentials.




