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Disclaimer

We are not responsible for anything you do with this information or these tools. This is
Intended for learning purposes.
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About Us

Graduated Seneca College in May 2017 from informatics and security degree program
Toward the end of the program focused heavily on Android mobile devices
Researched mobile vulnerabillities, exploits and phishing
Started working with Kali Linux and Metasploit,t e st 1 ng what was avall
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Overview

A Android:

Growth, Attack Surface, Permissions and Malware
A Attacks:

Existing Tools, Attack Mediums & Platforms
A Starphish
A Demo
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Source https://9to5google.files.wordpress.com/2015/10/android-versions.jpg?quality=82&strip=all&w=1024



Android Growth Spurt

Global Smartphone Sales
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Sources: http://www.nasdag.com/article/the-evolution-of-smartphone-markets-where-growth-is-going-cm619105



Android Attack Surface

Application
Broadcast Recelvers, Services, Content Providers,

Activities

Baseband

Cellular Voice and Data, SMS and
Radio Interface Layer (RIL)

WIH

PHY, MAC, MLME

Sources: https://threatpost.com/how-google-shrank-the-android-attack-surface/127086/
https://source.android.com/images/android_framework_details.png PAGE 7
http://newandroidbook.com/AlvI-M-RL1.pdf



Android Permissions

Permissions-based Security Model
Intra-library Collusion (ILC)

Protection Level Downgrade

Sources: https://arxiv.org/pdf/1708.03520.pdf
https://eskang.github.io/papers/android-fm15.pdf
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Sources: http://www.alwayson-network.com/wp-content/uploads/2016/08/android-malware.jpg



Androld Malware
What Is 1t?
Malicious code through app installation
Existing app downloading a malicious update
Attacker injecting malicious code

Botnets, Rootkits, SPAM, Identity Theft, Banking Trojans, DDOS, Ad-
Click, FakeAV, Ransomware, Spyware...

Source: https://www.cl.cam.ac.uk/~drt24/papers/spsm-scoring.pdf



Android Malware

What does 1t do?

_ _ _ Installs code or modifies Access SMS, Emaill,
Targeted social engineering _
_ _ files to achieve privilege microphone, camera,
gets user to click or install _
escalations and persistence storage anytime
A A
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Malicious code runs on

: C2 server
device
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Android Malware
Phishing
25,000 tool used for phishing and keylogging.

12 million credentials stolen via phishing

Phishing poses the greatest threat to users next to
keyloggers and third-party breaches

Source: https:///security.googleblog.com/
https://www.getusecure.com/public/images/images/1502983087.jpg



<!, Domain / Certificate Abuse

Let’s-ﬂ- .
Encrypt

15, 270 SSL certs cont al

14,766 were phishing sites

Not preventing or taking responsibility

Source: https://www.thesslstore.com/blog/lets-encrypt-phishing/
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Remote Control

Source: https://www.hackread.com/wp-content/uploads/2017/04/pegasus-malware-android-google.jpg



Android Remote Control

Spyware, Malware and Metasploit

Steals users text messages, emails, calls, photos, location and other data

Thousands of these apps on the Play Store

Metasploit makes it easier for an attacker to create and distribute custom malware

Sources: https://forensics.spreitzenbarth.de/android-malware/
https://blog.lookout.com/sonicspy-spyware-threat-technical-research



Attack Mediums

GSM
USB

WIH

Bluetooth

NFC



Attack Mediums

Attacking GSM/Telephony —

SMS/MMS/WAP <® Antenna Map Viewer

Signaling System No. 7 (SS7)

Stingray/Surveillance/IMSI Catcher

.......

Source: https://encrypt-the-planet.com/fight-stingray-imsi-catchers-with-android-imsi-catcher-detector/



Attack Mediums

Attacking USB

USBSwitcher

ADB

Pork Explosion

Source: https://github.com/ud2/advisories/tree/master/android/samsung/nocve-2016-0004
http://bbgandOdays.com/Pork-Explosion-Unleashed/



