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Overview  

Í.NET? 
 

ÍRuntime Attacks  
 

ÍModify Control Flow  
 

ÍMachine Code Editing  
 

ÍManaged Heap  

  



Tools Released  

Use .NET to attack  

Using Objects on the Heap  

Why are we Here?  



CLR Attacks  

Controlling the Common Language 
Runtime  

Accessing raw objects on Managed Heap  

 

Manipulate AppDomains  

ÅControlling all Loaded Code 

ÅControlling Just-In-Time Compilation 



Attack With ASM  

Manipulate Resources  

 

Attack methods at ASM level  
ÅHybrid C# -> ASM -> C# call chains 

 

Alter application control flow  



Runtime  
.NET Process  

 CLR (2.0/4.0) & AppDomains  

  Assemblies  (.EXE and .DLL(s)) 

   Objects  

    Properties 

    Fields 

    Instance Methods 

   Classes 

    Methods 

    Logic 

      



Gray Frost  
& 

Gray Storm  

The Tools  



Gray Frost  



Gray Frost  
Payload delivery system  

C++ .NET CLR Bootstrapper  

 Creates or injects 4.0 runtime 

 Capability to pivot into 2.0 runtime 

   Contains raw payload 

          
              

                  
            



Gray Frost  
Payload delivery system  

C++ .NET CLR Bootstrapper  

 Creates or injects 4.0 runtime 

 Capability to pivot into 2.0 runtime 

   Contains raw payload 

2 Rounds  

ÍGrayFrostCpp 

ÍGrayFrostCSharp  

ÅC# Payload 

  



Round 1  

.NET Process 



Round 1  

Mscoree 

GrayFrostCpp 



Round 1  
GrayFrostCpp 



Round 1  

GrayFrostCSharp 

GrayFrostCpp 



Round  2 

.NET Process 



Round  2 

.NET Process 

GrayFrostCSharp 



Round  2 

.NET Process 

payload void 
main() 

GrayFrostCSharp 



Round  2 

.NET Process 

Payload 



.NET Process 

Pivoting Between Runtimes  



Mscoree 

GrayFrostCpp 

Pivoting Between Runtimes  



GrayFrostCpp 

Pivoting Between Runtimes  



GrayFrostCSharp 

GrayFrostCpp 

Pivoting Between Runtimes  



GrayFrostCSharp 

GrayFrostCpp 

Pivoting Between Runtimes  



GrayFrostCpp 

Pivoting Between Runtimes  



GrayFrostCSharp 

GrayFrostCpp 

Pivoting Between Runtimes  



Gray Storm  



Gray Storm  
Reconnaissance and In -memory attack 

payload  

Features  

ÍAttacking the .NET JIT 

ÍAttacking .NET at the ASM level 

ÍASM and Metasploit payloads 

ÍUtilize objects on the Managed Heap  

 

 



Gray Storm Usage  



Controlling the JIT  

Method Tables contain address of JIT 
stub for a classɅs methods. 

 

During JIT the Method Table is referenced  

 

We can control the address  

  Lives after Garbage Collection  



Controlling the JIT  



Controlling the JIT  



Controlling the JIT  



Control Flow Attacks  
.NET uses far and relative calls  

Í0xE8; Call [imm] (x86) 

Í 0xFF 0x15; Call dword 

segmentRegister[imm] (x86) 

 

relCall = dstAddress - (currentLocation+ lenOfCall)  

  



ASM Payloads  
Address of a method known through 

Reflection  

 

Overwrite method logic with new ASM  

 

Steal stack parameters  

 

Change events  

 

 



ASM Payloads  

Change return TRUE to return FALSE  

ÍPassword validation 

ÍKey & Licensing validation 

ÍSQL Sanitization  

Destroy security Mechanisms  

Overwrite logic  

Update Mechanisms  

  



ASM Payloads  



ASM Payloads  

Metasploit  

 

Hand Rolled  

 

Portable Environment Block (PEB) changes  

 



Portable Environment Block  

http://www.tophertimzen.com/blog/shellcodeDotNetPEB/ 

http://www.tophertimzen.com/blog/shellcodeDotNetPEB/


Object Hunting in Memory  



Managed Heap  

Storage point for .NET Objects  
 

 

New reference objects added to heap  
 

 

Garbage Collector removes dead 
objects  

 

                      

 

 



Managed Heap  

Storage point for .NET Objects  
 

 

New reference objects added to heap  
 

 

Garbage Collector removes dead 
objects  

 

LetɅs manipulate it! 

 

 



Structure  


