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What Google Knows About You

Who We Are

Privately held company, established in 1990
100% inZouse development
Microsoft Certified Partner

Intel Software Partner (Premier Elite) ‘
Trusted NVIDIA developer

Over 300 partners/resellers on all continents

Six US patents (incl. GPU acceleration) "‘
Corporate, government, military & forensic

customers ‘ ’
Over 300,000 installations worldwide

ELCOMSOFT
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What Google Knows About You

Our Customers

Sk

Bundeswehr
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What Google Knows About You

Research Motivation

Curiosity

Privacy

The right to know
Government surveillance

Forensics

o To o Do Io Do

Backup and recovery
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What Google Knows About You

Top 10 fears of 2015
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Above are the 10 fears for which the highest percentage
of Americans reported being “Afraid,” or “Very Afraid.”

Ocowmmt é% Technology Man-made Disasters @cmm ) personal Future

Source:

http://www.livescience.com/52535-american-fear-survey-2015.html
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What Google Knows About You

What This Presentation is NOT About

Hacking
Accessing someone
Compromising Google

Criminal activities

o Io Do o I»

Profit

Most information used for this researchogblic

llluminating the Black Art of Securit{ctober 1921, 2015Toronto




What Google Knows About You

LGQAa ! 02dzi justRNBIA R 6 ¢

66.9% US market share A Incredible amount of information collected
75.2 % EU5 market share A Truly useful services
AlWat'cchesd Usersad every
; :
82.2%worldwide market share A 283 million Android devices sold in Q2 2015
alone (source: IDC)
‘. e A Over 2 billion in active use (estimate)
t ;:k:w 6::: A Google services available on other platforms
;> 24 A Tracking continues on computers and non-
B i o Android devices

A 146 million Gmail users, 900 million accounts

A 504 million active Google+ accounts
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What Google Knows About You

Smartphone Sales

Worldwide Smartphone Sales to End Users by Vendor in 2Q15 (Thousands of Units)

SAMSUNG

Company 2Q15 2015 Market 2014 20Q14 Market
Units Share (%) Units Share (%)
Samsung 72,072.5 21.9 76,129.2 26.2
Apple 48,085.5 14.6 35,345.3 12.2
Huawei 25,825.8 7.8 17,657.7 6.1
Lenovo™ 16,405.9 5.0 19,081.2 5.6
Kiaomi 16,064.9 4.9 12,540.8 4.3
Others 151,221.7 45.9 129,630.2 44.6
Total 329,676.4 100.0 290,384.4 100.0
Worldwide Smartphone Sales to End Users by Operating System in 2Q15 (Thousands of Units)

Operating System 2015 2015 Market 2014 2014 Market

Units Share (%) Units Share (%)

Android 271,010 82.2 243,484 838

Source: Gartner, August 2015, 48,086 145 35,345 122

Windows 8,198 2.3 8,095 2.8

BlackBerry 1,153 0.3 2,044 0.7

Others 1,229.0 0.4 1,416.8 0.5

Total 329,676.4 100.0 290,284.4 100.0
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What Google Knows About You

The Numbers Are Misleading

Not Every Android
Smartphone is a Google
Device

CHINA %
3 M/E AUG 2015

Android 78.1% | g

A China is the biggest mark
A 30% of all smartphones

BlackBerry 0.0% | ===

i0S 194% | &

sold in China (Gartner, Q2EEEEs |

2015) g
A Google services complete
banned

| | |
2013 2014 2015
| | |

llluminating the Black Art of Securit{ctober 1921, 2015Toronto

3 M/E AUG 2015

v

Page 9



What Google Knows About You

Enterprise Tablet Market

64" 2
i0S 11

Windows
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What Google Knows About You

Mobile vs Cloud Forensics

Google mail
hnn YAfEA2Yy dzZASNR o6al &@QuHnampo

Monthly unique users: 90 million (2014)

A

A

A Percentage of Americans using Gmail: 24% (2013)

A Gmail app downloads from Google Play: 1 billion (2014)
A

Percentage of Gmail users working on mobile device: 75% (2015)

Google Chrome
A Google Chrome users: 1 billion (2015)

A Percentage of web browser usage: 35% (2013)

Apple iCloud Android

A Introduced in Oct 2011 with iOS 5 A Number of Android devices:.# billion (September 20%)
A Optional upgrade to iCloud Drive since iOS 8 A Android share: over 80%

A 5 GB free storage, up to 1 TB paid storage A Average daily Android activations: 1.5 million

A Extremely convenient: over 500 million users A About 25,00Qunique device models
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What Google Knows About You

What Apple Knows About You?

Quite alot:

https://www.apple.com/privacy/government-information-requests/

ADevice registration AiCloud
ACustomer service records ASubscriber information
AiTunes AMail logs

AEmail contents
APhoto streams

AApple retail store transactions
AApple online store purchases

AFind My iPhone ADocuments
AOther device information AContacts
AMAC address AcCalendars
AUDID ABookmarks
A App-specific data

AAll files stored on iCloud Drive
ADevice backups
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What Google Knows About You

Contacts and Contact Favorites

Messages (including iMessages)
Call history

Application data

Device settings

Camera roll (photos and videos)
Purchases (music, movies, TV, apps, books)
Mail accounts

Network settings (saved Wi-Fi hotspots, VPN settings etc) + iCloud Drive
Paired Bluetooth devices

Offline web application cache/database

Safari bookmarks, cookies, history, offline data
Geolocation history and places

Passwords (encrypted with device key)

... and much more

More application data

Passbook data

L ASNQRa RAOUAZ2YI
Documents

1Password database

WhatsApp own backup

To o To To To Do Do Do Do Do To Io Do Do Do
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What Google Knows About You

Over-the-Air Acquisition: iICloud and iCloud Drive

We have:

A Apple ID and password, or
A PC or Mac synced with iCloud (binary authentication token) »

Acquisition steps:

of

A Use Apple ID and password to download the backup e ¢ ® o
A Extract binary authentication tokens, use to download backup or dat @ 4 < o
Notes: $ ©

A Two-factor authentication may be an issue
- Using binary authentication token bypasses 2FA
A Keychain is encrypted with hardware key
- Can be decrypted if securityd key is extracted from the device
A Full data set acquisition speed is slow
- Can quickly download & analyze selected information, full data set later
A Account owner may receive a notification email in 10 minutes after download is started (iCloud
backup only)
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What Google Knows About You

Famous iCloud Hacks

A Dmitry Medvedev (Russian Prime Minister) Twitter account hacked
(August 2014)

http://www.theguardian.com/world/2014/aug/14/dmitry-medvedev-russian-
pm-twitter-account-hacked

A Celebrity photo hack (September 2014)
http://en.wikipedia.org/wiki/2014 celebrity _photo hack

A Leaked Emails Reveal What Vladimir Putin Tells World Leaders at
Private Meals (May 2015)

http://globalvoicesonline.org/2015/05/08/russia-leaked-emails-reveal-what-
vladimir-putin-tells-world-leaders-at-private-meals/

Apple response

A Notification emails (do not appear now)
A 2FA to protect iCloud backups

A i0S 9: ATS (App Transport Security), pinned certificates, new
storage location and data format, updated encryption, mandatory
2FA (?)
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What Google Knows About You

Solution: Two-Step Verification?

A If enabled, 2FA is enforced for iCloud backups
- but not for files sideloaded to iCloud Drive
-éand not {fcanpatible@ppaatal
A Overcoming 2FA is easy
- if the second authentication factor is available

A Bypassing 2FA is possible
-if binary authentication toke

Authentication tokens are used for convenience
Saved on a Mac or PC used to access iCloud
Allow users to avoid entering for Apple ID and password every time

CSOKYAOlItftesr Iy IdziKSYyGgAOFGA2y G21Sy Aa ad2NBR Ay | 7F
(see figure)

A Locating the file and extracting the token allolygassing login/passworéuthentication and 2FA

What authentication tokens are NOT

A 1dziKSYyGAaAOlrGaAz2y (G21Sya R2 y20 02y GrAyYy | LI aag2NR G2 (K
A ¢KSe R2y Qi O2yiGlrAy I KFLakK 2F (KS LI aadag2NR SAGKSNI

A They cannot be used to bruferce the original plaisiext password

To o o Do
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