
Ann Cavoukian, Ph.D.
Executive Director

Privacy and Big Data Institute

Ryerson University

SecTor 2015

Toronto, Ontario 

October 21, 2015

Big Data Needs Big Privacy …
Enter Privacy by Design



Presentation Outline

1.What is Privacy? 

2.User Data Manifesto

3. Lead with Privacy by Design

4.Operationalizing Privacy by Design

5.Big Data Analytics

6. Internet of Things

7.Concluding Thoughts



Data Privacy subsumes a much 
broader set of protections than 

security alone …

What is Privacy? 



… But if you don’t lead with 
strong security, you will never 

have data privacy.



Let’s Dispel Some Myths



Privacy ≠ Secrecy

Privacy is not about having 
something to hide



Privacy = Control



Privacy = Personal Control

• User control is critical

• Freedom of choice

• Informational self-determination

Context is key!



User Data Manifesto Seeks to Give People Control                       
over their Personal Data

Control

over user data access

Knowledge 

of how user data is stored

Freedom

to choose a platform

http://www.zdnet.com/article/user-data-manifesto-seeks-to-give-users-control-of-their-data

A European-lead Effort 

Three Core User Data Rights:  

Frank Karlitschek et al. 

http://www.zdnet.com/article/user-data-manifesto-seeks-to-give-users-control-of-their-data/


OECD Privacy Principles
(Fair Information Practices)

1. Collection Limitation

2. Data Quality

3. Purpose Specification

4. Use Limitation

5. Security Safeguards

6. Openness

7. Individual Participation

8. Accountability

Revised July, 2013



The Decade of Privacy by Design



Landmark Resolution Passed to Preserve                    

the Future of Privacy
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

JERUSALEM, October 29, 2010 –A landmark Resolution by 

Ontario's Information and Privacy Commissioner, Dr. Ann Cavoukian, 

was approved by international Data Protection and Privacy 

Commissioners in Jerusalem today at their annual conference. The 

resolution recognizes Commissioner Cavoukian's concept of Privacy 

by Design - which ensures that privacy is embedded into new 

technologies and business practices, right from the outset - as an 

essential component of fundamental privacy protection. 

Full Article:
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

Adoption of “Privacy by Design”                           

as an International Standard



Why We Need Privacy by Design

Most privacy breaches remain 

undetected – as regulators, we 

only see the tip of the iceberg

The majority of privacy breaches remain           

unchallenged, unregulated ... unknown

Regulatory compliance alone, is unsustainable as                 

the sole model for ensuring the future of privacy



1. English

2. French

3. German

4. Spanish

5. Italian

6. Czech

7. Dutch

8. Estonian

9. Hebrew

10.Hindi

11.Chinese

12.Japanese

13.Arabic

14.Armenian

15.Ukrainian

16.Korean

17.Russian

18.Romanian

19.Portuguese

20.Maltese

21.Greek

22.Macedonian

23.Bulgarian

24. Croatian

25.Polish

26.Turkish

27.Malaysian

28.Indonesian

29.Danish

30.Hungarian

31.Norwegian

32.Serbian

33.Lithuanian

34.Farsi

35.Finnish

36.Albanian

37.Catalan

Privacy by Design:

Proactive in 37 Languages!



Abandon Zero-Sum,
Embrace Positive-Sum: Win/Win 

The Power of “And”

Change the paradigm 

from a zero-sum to 

a “positive-sum” model:

Create a win-win scenario, 

not an either/or (vs.)

involving unnecessary trade-offs

and false dichotomies …                      

replace “vs.” with “and” 



Privacy by Design:

The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactive not Reactive: 

Preventative, not Remedial;

2. Privacy as the Default setting;

3. Privacy Embedded into Design;

4. Full Functionality:              

Positive-Sum, not Zero-Sum;

5. End-to-End Security:        

Full Lifecycle Protection;

6. Visibility and Transparency:           

Keep it Open;

7. Respect for User Privacy:            

Keep it User-Centric.



Operationalizing Privacy by Design

9 PbD Application Areas
• CCTV/Surveillance cameras in mass 

transit systems;

• Biometrics used in casinos and 
gaming facilities;

• Smart Meters and the Smart Grid;

• Mobile Communications;

• Near Field Communications;

• RFIDs and sensor technologies;

• Redesigning IP Geolocation;

• Remote Home Health Care;

• Big Data and Data Analytics.



Cost of Taking the Reactive Approach          
to Privacy Breaches

Proactive

Reactive

Class-Action
Lawsuits

Damage to 
One’s Brand

Loss of Consumer Confidence             
and Trust



“Privacy by Design is considered one of the most 

important concepts by members of the Japanese 

Information Processing Development Center … 

We have heard from Japan’s private sector 

companies that we need to insist on the principle 

of Positive-Sum, not Zero-Sum and become 

enlightened with Privacy by Design.” 

— Tamotsu Nomura,

Japan Information Processing Development Center,

May 28, 2014

Letter from JIPDEC – May 28, 2014



Big Data



Big Data

• 90% of all data was created within the last 2 years;

• Big Data analysis and data analytics promise new 
opportunities to gain valuable insights and benefits 
– new predictive modes of analysis;

• But, it will also enable expanded surveillance, 
increasing the risk of unauthorized use and 
disclosure, on a scale previously unimaginable.



Big Data Technology is Not Foolproof

• “Despite rampant interest from enterprise 
leaders and often sizeable investments in     
Big Data technologies, many programs still 
sputter or fail completely.”

— Evanta Leadership Network,

May 29, 2014.

https://www.leadershipnetwork.com/


Big Data: More Than Just Input

• “In the afterglow of Big Data’s buzz, many 
organizations are finding that successful 
programs require much more than simply 
plugging data into a program.”

— Evanta Leadership Network,

May 29, 2014.

https://www.leadershipnetwork.com/


2013 Data Scientists Conference

88% of the Data Scientists surveyed said 
they were concerned about privacy and 
that consumers should worry about the 
privacy issues associated with Big Data.

- JSM 2013 Conference 



Big Data is moving from its 
inflated expectations phase                                      
to a trough of disillusionment.

— Gartner Hype Cycle, 
April 2014

http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp


Context is Key

• Performing data analytics on context-free data 
will only yield correlations (which at times, will       
be spurious);

• By adding context as a feature in the analytics,  
we may be able to impute causality – which has 
the potential to be invaluable in our analyses.



Privacy Breeds Innovation:                            
It Does NOT Stifle It!

• The argument that privacy stifles innovation reflects a dated,    
zero-sum mindset;

• The notion that privacy must be sacrificed for innovation is a false 
win/lose dichotomy, consisting of unnecessary trade-offs;

• The opposite is true – privacy drives innovation – it forces 
innovators to think creatively to find solutions that will serve 
multiple functionalities;

• We need to abandon zero-sum thinking and adopt a positive-sum 
paradigm where both innovation and privacy may be achieved –
we need a new playbook!



— Commissioner Cavoukian

“Privacy is just as Big as           
Big Data. The tools exist to 
systemically protect personal 
information and bring about 
the benefits of Big Data. 
Together we can ensure that 
Big Data and ‘Big Privacy’ 
can both be accomplished to 
enable win-win scenarios.”



“There are considerable 
risks in abandoning           
de-identification efforts, 
including the fact that 
individuals and 
organizations may simply 
cease disclosing de-
identified information for 
secondary purposes, even 
those seen to be in the 
public interest.”

— Commissioner Cavoukian



Data Minimization 
and 

De-Identification



Data Minimization 

• Data minimization is the most important 
safeguard in protecting personally identifiable 
information, including for a variety of research 
purposes and data analysis;

• The use of strong de-identification techniques, 
data aggregation and encryption techniques, are 
absolutely critical.



Dispelling the Myths about 
De-Identification…

• The claim that de-identification has no 
value in protecting privacy due to the 
ease of re-identification, is a myth;

• If proper de-identification techniques 
and re-identification risk management 
procedures are used, re-identification  
becomes a very difficult task;

• While there may be a residual risk of 
re-identification, in the vast majority 
of cases, de-identification will strongly 
protect the privacy of individuals when 
additional safeguards are in place. 

www.ipc.on.ca/English/Resources/Discussion-

Papers/Discussion-Papers-Summary/?id=1084



Essential Need for strong De-Identification

• Personally identifiable data must be rendered 
non-identifiable;

• Strong de-identification protocols must be 
used in conjunction with a risk of re-
identification framework;

• Anonymization, encryption, de-identification; 

• Proactive management of privacy risks.



The Myth of Zero-Risk 



4 Recently Released Standards on De-
Identification, Taking a Risk-Based Approach

1. Institute of Medicine:

Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk
Committee on Strategies for Responsible Sharing of Clinical Trial Data

2. HI Trust: Health Information Trust Alliance:

De-Identification Framework: 
A Consistent, Managed Methodology for the De-Identification of Personal Data and 
the Sharing of Compliance and Risk Information



4 Recently Released Standards on De-
Identification, Cont’d

3. Council of Canadian Academies:

Accessing Health and Health-Related Data in Canada
The Expert Panel on Timely Access to Health and Social Data for Health Research and 
Health System Innovation

4. PhUSE Pharmaceutical Users Software Exchange:

De-Identification Standard for CDISC SDTM 3.2
PhUSE De-Identification Working Group



Innovate with De-Identified Data

• De-Identification and data minimization are among 
the most important safeguards in protecting personal 
information;

• You should not collect, use or disclose personal 
information if other data (i.e., de-identified, 
encrypted or obfuscated) will serve the purpose;

• The use of strong de-identification, aggregation, and 
encryption techniques are absolutely critical, and 
readily available.



Companies Should be Allowed to Innovate 
with De-Identified Data

“Re-Identification concerns are over-stated … 
anonymized data can, in many circumstances be 

used without fear of re-identification.”

Information Technology and Innovation Foundation

January 17, 2014



“There are considerable 
risks in abandoning           
de-identification efforts, 
including the fact that 
individuals and 
organizations may simply 
cease disclosing de-
identified information for 
secondary purposes, even 
those seen to be in the 
public interest.”

— Commissioner Cavoukian



Internet of Things
(IoT)



Internet of Things: Three Broad Categories

1) Wearable Computing:

– Everyday objects

• i.e. Google glass, Apple watch, Nymi band

2) Quantified Self:

– Record information about one’s habits, lifestyle 
and activities

– i.e. Health, fitness and sleep trackers

3) Home Automation:

– Computer controlled thermostats, light bulbs, 
smart meters, the smart grid, etc. 



The Nymi Band

Log-in once, remain 
authenticated until you 
decide to remove the band

Can set how close to a 
device you need to be to 
(de)authenticate

HeartID uses a person’s 
unique cardiac rhythm



Featured Partnership: 
MasterCard

Physical and logical 

access

Biometrically 

authenticated contactless 

payments

• Continuous authentication for access to computers, applications,  and physical spaces

• Frictionless biometrically authenticated payments

• Seamless user experience with zero-latency access

• Built upon the 7 Foundational Principles of Privacy by Design



Internet of Things: Privacy Risks

• Third party monitoring removes control of one’s 
information from the individual involved;

• The nature of the devices may make it more difficult 
to obtain consent before data collection begins;

• Specific instances of data collection may not seem 
important on their own, but when aggregated, they 
can create a comprehensive picture of a person that 
may be extremely harmful to the individuals 
involved, especially in the hands of unauthorized 
third parties.



EU Article 29 Working Party

• Recommendations on the Internet of Things:

– Make privacy the default setting … follow Privacy by Design;

– Delete all raw data after processing;

– Respect a user’s self-determination over their own data, and 
seek consent in a user-friendly way;

– Be transparent about how a user’s data is being used;

– When sensors are continuously collecting one’s personal 
data, remind users of this surveillance activity;

– Ensure that data published to social platforms remain 
private, by default;

– Users should not be penalized for failing to consent;

– Data should be De-Identified, except when necessary.



Privacy Commissioners Declaration
36th Int’l Conference of Data Protection and Privacy Commissioners

– The value of Internet of Things (IoT) is not only in the devices, 
but in the services that arise from their use;

– Connectivity is ubiquitous: it is the joint responsibility of all actors 
to ensure trust in connected systems : Transparency is Key;

– Protection should begin from the moment data that is collected;

• “Privacy by Design should be the key selling point of 
innovative technologies”

– Strong, active and constructive debate is necessary to overcome 
the huge challenges presented by the developers of IoT.

-September, 2014

Mauritius



FTC expresses concerns over Mobile 
Health Apps

• The U.S. Federal Trade Commission (FTC) has expressed 
concerns with the risks associated with the Health Information
collected by the Apple Watch and HealthKit platform;

• Data stored in mobile health apps are not covered by  HIPAA;

• FTC found that 12 mobile health and fitness app developers 
were sharing user information with 76 different parties;

• The FTC would like to ensure that developers have the 
necessary safeguards to protect personal health information.



IoT Fears Relating to Tracking

“Earlier this year, Symantec Corp. 
analyzed a number of [wireless] 

wearable products and found that 
all hardware-based devices were 

100% trackable.”

Anura Fernando 

The Privacy Advisor 

August 25, 2015



Privacy and Security by Default 

“With the personal data of millions potentially at 
stake, wearable manufacturers, whether their 

products are regulated as a medical device or not, 
should incorporate as a default standards-based 
privacy and security controls into their product 

infrastructures.” 

Anura Fernando 

The Privacy Advisor 

August 25, 2015



FTC Report on IoT:
The Internet of Things

• Security Risks:

– Unauthorized access to and Misuse of personal 
information;

– Risks to personal safety;

• Privacy Risks:

– Making data, credit, insurance or employment decisions 
based on collected data;

• Privacy and Security risks could undermine consumer 
confidence and impede technologies from meeting            
their full potential.

January, 2015



Proposed Approach to Internet of Things: 
Data Security

1. Security by Design
– Build security into devices from the outset;

2. Data Minimization
– Data which isn’t collected can’t fall into the wrong hands;

3. Notice and choice for unexpected uses
– Consumers should be given clear, simple notices of how 

their data will be used, along with a consent mechanism. 

Edith Ramirez – US FTC chairwoman 

CES 2015



Privacy and Security by Design



FTC and Privacy by Design

“Privacy and international issues will remain important parts of 
the FTC’s agenda. Privacy by Design is now a key pillar of our 
privacy work … as we work to champion the interests of 
consumers.”

In 2011, the FTC issued a report, under former Chairman, Jon 
Leibowitz, Protecting Consumer Privacy in an Era of Rapid 
Change, recommending 3 best practices – the first being that 
companies adopt a Privacy by Design approach by building 
privacy protections into their everyday business practices.

– Edith Ramirez
Chairwoman, U.S. Federal Trade Commission,

April 3, 2013.

http://ftc.gov/opa/2012/03/privacyframework.shtm


FTC Report on Protecting Consumer Privacy

The final report calls on companies handling consumer data to 
implement recommendations for protecting privacy, including:

• Privacy by Design – companies should build in consumers' privacy 

protections at every stage in developing their products. These include reasonable 
security for consumer data, limited collection and retention of such data, and 
reasonable procedures to promote data accuracy;

• Simplified Choice for Businesses and Consumers – companies 

should give consumers the option to decide what information is shared about 
them, and with whom. This should include a Do-Not-Track mechanism that would 
provide a simple, easy way for consumers to control the tracking of their online 
activities.

• Greater Transparency – companies should disclose details about their 

collection and use of consumers' information, and provide consumers access to 
the data collected about them.

Protecting Consumer Privacy in an Era of Rapid Change

http://ftc.gov/opa/2012/03/privacyframework.shtm


Pew Research Internet Project
• Public Perceptions of Privacy and Security in the 

Post-Snowden Era: November 2014

– There is widespread concern about surveillance  
by both government and business:

• 91% of adults agree that consumers have lost 
control over their personal information;

• 80% of social network users are concerned 
about third parties accessing their data;

• 80% of adults agree that Americans should be 
concerned about government surveillance;



The Online “Privacy Lie” Is Unraveling

“A large majority of web users are not at all happy … 
they feel powerless to stop their data being harvested 
and used by marketers.”

91% disagree that “If companies give me a discount, it 
is a fair exchange for them to collect information about 
me without my knowing.”

TechCrunch

http://techcrunch.com/2015/06/06/the-online-privacy-lie-is-unraveling/

Joseph Turow and Michael Hennessy, University of Pennsylvania

Nora Draper, University of New Hampshire

June 6, 2015



The Tradeoff Fallacy:
How Marketers are misrepresenting American consumers:

(cont’d)

• 71% disagree that “It’s fair for an online or physical 
store to monitor what I’m doing online when I’m 
there, in exchange for letting me use the store’s 
wireless internet, or Wi-Fi without charge;

• 55% disagree that “Its okay if a store where I shop 
uses information it has about me to create a 
picture of me that improves the services they 
provide for me.”

https://www.asc.upenn.edu/sites/default/files/TradeoffFallacy_1.pdf



2014 Survey of Canadians on Privacy
Office of the Privacy Commissioner of Canada

• 90% of Canadians expressed concern about the protection of 
their privacy;

• 78% feel at least somewhat likely that their privacy may be 
breached by someone using their Credit/Debit Card or 
stealing their identity;

• 70% of Canadians are concerned about the use of genetic 
testing for non-medical purposes;

• 73% feel they have less protection of their personal 
information than ten years ago;

• 60% have little expectation of privacy because there are so 
many ways it can be compromised.



There is an Essential                    
Need to Embed Privacy

into IoT
and Mobile Devices,

by Design



Privacy is                            
Good for Business



The Bottom Line

Privacy should be viewed as a 
business issue, not a        

compliance issue

Think strategically and transform privacy into a 
competitive business advantage



The Argument that Privacy Stifles Big Data 
Innovation Reflects a Dated, Zero-Sum Mindset

1. Big Data and privacy are not mutually exclusive:
• Data is one of the most valuable assets of any organization ;
• Privacy is about personal information;
• Consumer demands are creating additional pressures;

2. Proactive privacy drives innovation:
• It is entirely possible to achieve privacy in the Big Data era, while           

also  using data analytics to unlock new insights and innovations                 
to move an organization forward;

3. Innovation and privacy: You can have it all:
• Organizations will continue to apply data analytics to Big Data in order 

to advance their strategic goals and better serve their customers.

— Commissioner Cavoukian,

Using Privacy by Design to achieve Big Data Innovation Without Compromising Privacy

http://www.ipc.on.ca/english/Home-Page/


Concluding Thoughts

• Privacy risks are best managed by proactively embedding 
the principles of Privacy by Design – prevent the harm 
from arising – avoid the data breach;

• Focus on prevention: It is much easier and far more      
cost-effective to build in privacy, up-front, rather than           
after-the-fact;

• Abandon zero-sum thinking – embrace doubly-enabling 
systems: Big Data and Big Privacy: Yes, we can;

• Get smart – lead with Privacy – by Design, not privacy           
by chance or, worse, Privacy by Disaster!
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