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What is Privacy?

Data Privacy subsumes a much
broader set of protections than
aSOdz2NAGeé | f 2
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strong security, you will never
have data privacy.







Privacyr Secrecy

Privacy Is not about having
something to hide




Privacy = Control




Privacy = Personal Control

AUser control is critical
AFreedom of choice
Alnformational seltdetermination

Context Is key!
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User Data Manifesto Seeks to Give People Cor
over their Personal Data

Three Core User Data Rights:

< © 4."

Control Knowledge Freedom
over user data access  of how user data is stored  to choose a platform

A EuropeaHead Effort

Frank Karlitschek et al.

http://www.zdnet.com/article/user-data-manifesto-seeks-to-give-users-control-of-their-data
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http://www.zdnet.com/article/user-data-manifesto-seeks-to-give-users-control-of-their-data/

OECD Privacy Principles

(Fair Information Practices)

Collection Limitation
Data Quality

Purpose Specification
Use Limitation
Security Safeguards
Openness

Individual Participation
. Accountabllity

N OO R wN R

Revised July, 2013
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The Decade of Privacy by Design

\

WWVKDrivacybydes'\g“-ca

RYERSON
UNIVERSITY



Adopti on of nPriv
as an International Standard

Landmark Resolution Passed to Preserve
the Future of Privacy

By Anna Ohlderi October 29th 2010nttp://www.science20.com/newswire/landmark_resolution_passed_preserve_future_prive

JERUSALEM, October 29, 2010/ A landmark Resolution by
Ontario's Information and Privacy Commissioner, Dr. Ann Cavouk
was approved by international Data Protection and Privacy
Commissioners in Jerusalem today at their annual conference. Th
resolution recognizes Commissioner Cavoukian's concept of Prive
by Design which ensures that privacy is embedded into new
technologies and business practices, right from the oudsedn
essential component of fundamental privacy protection.

Full Article:
http://www.science20.com/newswire/landmark resolution passed preserve future irive
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Why We NeedPrivacy by Design

Most privacy breaches remair
~undetected as regulators, we
onIy see the tip of the iceberg

The majorityidk | ri"'cy breaches remain
unchallenged, unregulated . unknown

~ Regulatory compliance alone, Is unsustainable as
the sole model for ensuring the future of privacy




Privacy by Design:
Proactive In 37 Languages!

1. English 13.Arabic 26.Turkish

2. French 14.Armenian 27.Malaysian
3. German 15.Ukrainian 28.Indonesian
4. Spanish 16.Korean 29.Danish

5. Italian 17 Russian 30.Hungarian
6. Czech 18.Romanian 31.Norwegian
/. Dutch 19.Portuguese 32.Serbian

8. Estonian 20.Maltese 33.Lithuanian
9. Hebrew 21.Greek 34.Farsi

10 Hindi 22.Macedonian 35.Finnish

11 Chinese 23 Bulgarian 36.Albanian
12 Japanese 24. Croatian 37.Catalan

25.Polish
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Abandon ZereSum,
Embrace Positivésum: Win/Win
CKS t26SNJ 2F a&

Change the paradigm
from a zeresum to
a Nposuma veodel
Create a winwin scenario,
not an either/or (vs.)
Involving unnecessary tradeffs
and false dichoto

N\

repl ace nNnvs. o wit!
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Privacy by Design:

The 7 Foundational Principles
1. Proactivenot Reactive —

Preventative, not Remedial
2. Privacy as th®efault setting;

i Ww

3rlvacyEmb6ddednt0 DeS|gn, Privacy by Design

w0

4. :un Fu nCtlonaIIty: The 7 Foundational Principles

Anm Cavoukian, Ph.Dv.

Informaton & P”\'I}' Commissioner

PositiveSum, not Zeresum; AT

Privacy by Diesign is a concept | devel oped back in the 90, to J.ddr\es& t}| rer-growing and systemic effects
of Informatian .u:d Communication ch clogies, a n-d E large-scale k d data spstems.

- . Privvoy by Design advances the view that the future of privacy t be assured solel}- b}- campliance
- wu'h ‘egula borl f rameworks; rJ|u. Privacy assurance must d JJL |:| come an organization's default
[] M mede of cpera

Initially, deplaying Privacy- nh:l.ncl_n Technolagies (PETs) was seen as the salution. Today, we realize that

[ [ 2 more s bvsh.n ial approach is required — extending the use of FETs to FETS Ples — Lal\'.mg a positive-sum
L] (full functionalitr) approach, no: zeco-sum. That's the “Fiws” in FETS Flus: positive-sum, not the sicherfor

u ITeCycCie Frotection o s e Sy
] Privicy by Diesigns extends to 2 *Trilogy™ of encompassing applications: 1) IT . 2) accountable business

pracices; and 3 ] bma]dslg,n ndnel:wwbed nfrastructure.

6. Visibilty and Transparency: | =i s
Keep itopen; the Eo]l.o :Found.m.o al P I:anp] {50 o Dug
.
7' RespeCt for User Prlvacy: www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf
Keep itUser-Centric.
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OperationalizingPrivacy by Design

O PbD Ap p| ication Areas Operationalizing Privacy by Design:
A Guide to Implementing

ACCTV/Surveillance cameras in mass Strong Privacy Practices
transit systems;

ABiometrics used in casinos and
gaming facilities;

ASmart Meters and the Smart Grid;

AMobile Communications;

ANear Field Communications;

ARFIDs and sensor technologies:;

ARedesigning IP Geolocation;

ARemote Home Health Care;

ABig Data and Data Analytics.
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Cost of Taking the Reactive Approach
to Privacy Breaches

ClassAction Damage to

. Lawsuits ~hysQa
Proactive
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Loss of Consumer Confidence
and Trust

RYERSON
UNIVERSITY



Letter from JIPDECMay 28, 2014

nNPrivacy by Design 1 s col
Important concepts by members of the Japanese
|l nf or mati on Processing D

We have heard from Japan:i

companies that we need to insist on the principle

of Positive-Sum, not Zero-Sum and become

enl i1 ghtened with Privacy
0 Tamotsu Nomura,

Japan Information Processing Development Center,
May 28, 2014
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Big Data




Big Data

A90%o0f all data was created within the last 2 year

ABig Dataanalysis and data analytics promise new
opportunities to gain valuable insights and benet
¢ new predictive modes of analysis;

ABut, it will also enablexpanded surveillance
iIncreasing the risk of unauthorized use and
disclosure, on a scale previously unimaginable.
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Big Data Technology I1s Not Foolproof

AdG5SaLIAUS NIYLI VYOG Ay
leaders and often sizeable investments In

Big Data technologiespany programs still
alJzi GSNJ 2NJ FFAf O2Y

d Evanta Leadership Network,
May 29, 2014.
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https://www.leadershipnetwork.com/

Big Data: More Than Just Input

AdLY GKS | FG4SNBft2g¢ 27
organizations are finding that successful

programs requireanuch more than simply
LJX dzZ33Ay 3 RFEGF Ayaz |

0 Evanta Leadership Network,
May 29, 2014.
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https://www.leadershipnetwork.com/

2013 Data Scientists Conference

88% of the Data Scientists surveyed said
they were concerned about privacy and
that consumers should worry about the
privacy issues associated with Big Data.

- JSM 2013 Conference
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Big Data is moving from Its
Inflated expectations phase
to a trough of disillusionment.

T Gartner Hype Cycle
April 2014
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http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp

Context Is Key

APerforming data analytics on contefxee data
will only yield correlations (which at times, will
be spurious);

ABy adding context as a feature in the analytics,
we may be able to impute causaligywhich has
the potential to be invaluable in our analyses.
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Privacy Breeds Innovation:
It DoesNOTStifle It!

A The argument that privacy stifles innovation reflects a dated,
Zero-sum mindset;

A The notion that privacy must be sacrificed for innovation is a fals
win/lose dichotomy, consisting of unnecessary tradfs;

A The opposite is true privacydrivesinnovationg it forces
Innovators to think creatively to find solutions that will serve
multiple functionalities;

A We need to abandon zersum thinking and adopt a positixgim
paradigm where both innovatioand privacy may be achieveq
we need a new playbook!
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adt N @ | c") a A 3 2 Using Privacy by Design to Achieve
_ _ Big Data Innovation Without
Big Data. The tools exist to Compromising Privacy
systemically protect persona
iInformation and bring about
the benefits of Big Data.

Together we can ensure that

A3 51 i1 oy R | i' iomatonans v oo | 1
can both be accomplished to
enablewing Ay & OS VY| Deloitte

T Commissione€Cavoukian

June 10, 2014
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G ¢ K &élddnsiderable
risks in abandoning
de-identification efforts, De-identification Protocols:
includin s the fact that Essential for Protecting Privacy
Individuals and
organizations may simply
cease disclosing de
identified information for
secondary purposes, eve

those seen to be in the ||| ~ s [pmes
LJdzo f AO Ay i St |

T Commissioner Cavoukia

June 25,2014
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Data Minimization
and
De-ldentification




Data Minimization

A Data minimization is the most important
safeguard in protecting personally identifiable
iInformation, including for a variety of research
purposes and data analysis;

A The use of strong dielentification techniques,
data aggregation and encryption techniques, a
absolutely critical.
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Dispelling the Myths about
DeL RSYUATFAOI UA

wThe claim that dedentification has no

value In protecting privacy due to the

ease of reidentification, is anyth; e o
wlf proper deidentification techniques o

and reidentification risk management i,

procedures are used, figlentification

becomes a very difficult task; e

June 2011

wWhile there may be a residual risk of
re-identification, in the vast majority
of cases, dedentification will strongly
protect the privacy of individuals whemww.ipc.on.ca/English/Resources/Discussi
additional safeguards are in place. Papers/DiscussieRapersSummary/?id=108/
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Essential Need for strong Diglentification

A Personally identifiable data must be rendered
non-identifiable;

A Strong deidentification protocols must be
used in conjunction with a risk of+e
identification framework;

A Anonymization, encryption, dielentification;
A Proactive management of privacy risks.
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The Myth of ZereRisk




4 Recently Released Standards on-De
ldentification, Taking a RisBased Approach

1. Institute of Medicine;:

Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk
Committee on Strategies for Responsible Sharing of Clinical Trial Data

2. HI Trust: Health Information Trust Alliance:

De-ldentification Framework:

A Consistent, Managed Methodology for the-I[dentification of Personal Data and
the Sharing of Compliance and Risk Information
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4 Recently Released Standards on-De
LRSYUATFAOI OA2Yy

3. Council of Canadian Academies:

Accessing Health and HealRelated Data in Canada

The Expert Panel on Timely Access to Health and Social Data for Health Research ar
Health System Innovation

4. PhUSE Pharmaceutical Users Software Exchange:

Deldentification Standard for CDISC SDTM 3.2
PhUSE D#lentification Working Group

RYERSON
UNIVERSITY



Innovate with Deldentified Data

A Deldentification and data minimization are among
the most important safeguards in protecting personal
Information;

A You should not collect, use or disclose personal
Information if other data (i.e., delentified,
encrypted or obfuscated) will serve the purpose;

A The use of strong diglentification, aggregation, and
encryption techniques are absolutely critical, and
readily available.
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Companies Should be Allowed to Innove
with De-Identified Data

& wl8entification concerns areover U I (1 S R
anonymized data can, in many circumstances b
used without fearof rea RSY UG A FA OF

Information Technology and Innovation Foundation
January 17, 2014
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G ¢ K &élddnsiderable
risks in abandoning
de-identification efforts, De-identification Protocols:
includin s the fact that Essential for Protecting Privacy
Individuals and
organizations may simply
cease disclosing de
identified information for
secondary purposes, eve

those seen to be in the ||| ~ s [pmes
LJdzo f AO Ay i St |

T Commissioner Cavoukia

June 25,2014
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Internet of Things
(IoT)




Internet of Things: Three Broad Categor

1) Wearable Computing:

I Everyday objects

Ai.e. Google glass, Apple watch, Nymi band

2) Quantified Self:

iWSO2NR AYVTF2NXIGAZ2ZY | 02«

and activities

I 1.e. Health, fitness and sleep trackers

3) Home Automation:

I Computer controlled thermostats, light bulbs,
smart meters, the smart grid, etc.
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The Nymi Band

G
=7

CONTINUOUS PROXIMITY-BASED

Login once, remain
authenticated until you
decide to remove the band

Can set how close to a
device you need to be to
(de)authenticate

BIOMETRIC
AUTHENTICATION
| SENI L5 dzaSa
unigue cardiac rhythm
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Featured Partnership:
MasterCard

ENTERPRISE CONSUMER
Physical and logical Biometrically
access authenticated contactless
payments

Continuous authentication for access to computers, applications, and physical spac
Frictionless biometrically authenticated payments
Seamless user experience with zésitency access

Built upon the 7 Foundational Principles of Privacy by Design
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Internet of Things: Privacy Risks

ACKANR LI NIé& Y2YAUG2NRAY 3T I
Information from the individual involved:

A The nature of the devices may make it more difficult
to obtain consent before data collection begins;

A Specific instances of data collection may not seem
Important on their own, but when aggregated, they
can create a comprehensive picture of a person that
may be extremely harmful to the individuals
iInvolved, especially in the hands of unauthorized
third parties.
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EU Article 29 Working Party

A Recommendations on the Internet of Things:

Pa

al 1S LINAGIFIOé G(KS RSTFIFdz G ;a5
Delete all raw data after processing;

wSaLIS Ol |detezaitioéver th&riown data, and
seek consent in a usénendly way;

.S ONI YALI NBYUO loz2dzi K26 |

2 KSY &aSyazNBER |NBE O2yiAydz2 dza
data, remind users of this surveillance activity;

Ensure that data published to social platforms remain
private, by default;

Users should not be penalized for failing to consent;
Data should be D&lentified, except when necessary.

RYERSON
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Privacy Commissioners Declaration
3Ly Qf /2yFSNBYyOS 2F 514Gl t NB{

I The value of Internet of Things (IoT) is not only in the devices,
but in the services that arise from their use:

I Connectivity is ubiquitous: it is the joint responsibility of all actors
to ensure trust in connected systems : Transparency is Key;

I Protection should begin from the moment data that is collected,;

Aat NA g1 oe ,c:)é,&:)@é)\ﬂy aK2dzZ R 0
AYY20l 0A0S USOKy2t 2aASac

I Strong, active and constructive debate Is necessary to overcom
the huge challenges presented by the developers of IoT.

-September, 2014
Mauritius
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FTC expresses concerns over Mobile
Health Apps

A The U.S. Federal Trade Commission (FTC) has expressed
concerns with the risks associated with the He#dtiormation
collected by the Apple Watch armtealthKitplatform;

A Data stored in mobile health apps are not covered by HIPAA;

A FTC found that 12 mobile health and fitness app developers
were sharing user information with 76 different parties;

A The FTC would like to ensure that developers have the
necessary safeguards to protect personal health information.
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loT Fears Relating to Tracking

91 NF ASNJ GKA A @&¢

analyzed a number of [wireless]
wearable products and found that
all hardwarebased devices were

100% trackableé ¢

Anura Fernando
The Privacy Advisor
August 25, 2015
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Privacy and Security by Default

G2 A0K O0KS LISNBR2YIf RI
stake, wearable manufacturers, whether their
products are regulated as a medical device or nc

should incorporate as a default standardsased
privacy and security controls into their product
AY TN aidNHzO (G dzNEB &

Anura Fernando
The Privacy Advisor
August 25, 2015
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FTC Report on loT:
The Internet of Things

A Security Risks:

I Unauthorized access to and Misuse of personal
iInformation,;

I Risks to personal safety;
A Privacy Risks:

I Making data, credit, insurance or employment decisions
based on collected data,

A Privacy and Security risks could undermine consumer
confidence and impede technologies from meeting
their full potential.

January, 2015
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Proposed Approach to Internet of Things:
Data Security

1. Security by Design

I Build security into devices from the outset;

2. Data Minimization
i5FGF 6KAOK AayQi O2ftft S008R

3. Notice and choice for unexpected uses

I Consumers should be given clear, simple notices of how
their data will be used, along with a consent mechanism.

EdithRamirezz US FTChairwoman
CES 2015
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Privacy and Security by Design
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