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Data Privacy subsumes a much 
broader set of protections than 

ǎŜŎǳǊƛǘȅ ŀƭƻƴŜ Χ

What is Privacy? 



Χ .ǳǘ ƛŦ ȅƻǳ ŘƻƴΩǘ ƭŜŀŘ ǿƛǘƘ 
strong security, you will never 

have data privacy.



[ŜǘΩǎ 5ƛǎǇŜƭ {ƻƳŜ aȅǘƘǎ



Privacy ґSecrecy

Privacy is not about having 
something to hide



Privacy = Control



Privacy = Personal Control

ÅUser control is critical

ÅFreedom of choice

ÅInformational self-determination

Context is key!



User Data Manifesto Seeks to Give People Control                       
over their Personal Data

Control

over user data access

Knowledge 

of how user data is stored

Freedom

to choose a platform

http://www.zdnet.com/article/user-data-manifesto-seeks-to-give-users-control-of-their-data

A European-lead Effort 

Three Core User Data Rights:  

Frank Karlitschek et al. 

http://www.zdnet.com/article/user-data-manifesto-seeks-to-give-users-control-of-their-data/


OECD Privacy Principles
(Fair Information Practices)

1. Collection Limitation

2. Data Quality

3. Purpose Specification

4. Use Limitation

5. Security Safeguards

6. Openness

7. Individual Participation

8. Accountability

Revised July, 2013



The Decade of Privacy by Design



Landmark Resolution Passed to Preserve                    

the Future of Privacy
By Anna Ohlden ïOctober 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

JERUSALEM, October 29, 2010 ïA landmark Resolution by 

Ontario's Information and Privacy Commissioner, Dr. Ann Cavoukian, 

was approved by international Data Protection and Privacy 

Commissioners in Jerusalem today at their annual conference. The 

resolution recognizes Commissioner Cavoukian's concept of Privacy 

by Design - which ensures that privacy is embedded into new 

technologies and business practices, right from the outset - as an 

essential component of fundamental privacy protection. 

Full Article:
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

Adoption of ñPrivacy by Designò                           

as an International Standard



Why We Need Privacy by Design

Most privacy breaches remain 

undetected ïas regulators, we 

only see the tip of the iceberg

The majority of privacy breaches remain           

unchallenged, unregulated ... unknown

Regulatory compliance alone, is unsustainable as                 

the sole model for ensuring the future of privacy



1. English

2. French

3. German

4. Spanish

5. Italian

6. Czech

7. Dutch

8. Estonian

9. Hebrew

10.Hindi

11.Chinese

12.Japanese

13.Arabic

14.Armenian

15.Ukrainian

16.Korean

17.Russian

18.Romanian

19.Portuguese

20.Maltese

21.Greek

22.Macedonian

23.Bulgarian

24. Croatian

25.Polish

26.Turkish

27.Malaysian

28.Indonesian

29.Danish

30.Hungarian

31.Norwegian

32.Serbian

33.Lithuanian

34.Farsi

35.Finnish

36.Albanian

37.Catalan

Privacy by Design:

Proactive in 37 Languages!



Abandon Zero-Sum,
Embrace Positive-Sum: Win/Win 

¢ƘŜ tƻǿŜǊ ƻŦ ά!ƴŘέ

Change the paradigm 

from a zero-sum to 

a ñpositive-sumò model:

Create a win-win scenario, 

not an either/or (vs.)

involving unnecessary trade-offs

and false dichotomies é                      

replace ñvs.ò with ñandò 



Privacy by Design:

The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactivenot Reactive: 

Preventative, not Remedial;

2. Privacy as the Default setting;

3. Privacy Embeddedinto Design;

4. Full Functionality:              

Positive-Sum, not Zero-Sum;

5. End-to-End Security:        

Full Lifecycle Protection;

6. Visibility and Transparency:           

Keep it Open;

7. Respect for User Privacy:            

Keep it User-Centric.



Operationalizing Privacy by Design

9 PbDApplication Areas
ÅCCTV/Surveillance cameras in mass 

transit systems;

ÅBiometrics used in casinos and 
gaming facilities;

ÅSmart Meters and the Smart Grid;

ÅMobile Communications;

ÅNear Field Communications;

ÅRFIDs and sensor technologies;

ÅRedesigning IP Geolocation;

ÅRemote Home Health Care;

ÅBig Data and Data Analytics.



Cost of Taking the Reactive Approach          
to Privacy Breaches

Proactive

Reactive

Class-Action
Lawsuits

Damage to 
hƴŜΩǎ .ǊŀƴŘ

Loss of Consumer Confidence             
and Trust



ñPrivacy by Design is considered one of the most 

important concepts by members of the Japanese 

Information Processing Development Center é 

We have heard from Japanôs private sector 

companies that we need to insist on the principle 

of Positive-Sum, not Zero-Sum and become 

enlightened with Privacy by Design.ò 

ð Tamotsu Nomura,

Japan Information Processing Development Center,

May 28, 2014

Letter from JIPDEC ςMay 28, 2014



Big Data



Big Data

Å90% of all data was created within the last 2 years;

ÅBig Dataanalysis and data analytics promise new 
opportunities to gain valuable insights and benefits 
ςnew predictive modes of analysis;

ÅBut, it will also enable expanded surveillance, 
increasing the risk of unauthorized use and 
disclosure, on a scale previously unimaginable.



Big Data Technology is Not Foolproof

Åά5ŜǎǇƛǘŜ ǊŀƳǇŀƴǘ ƛƴǘŜǊŜǎǘ ŦǊƻƳ ŜƴǘŜǊǇǊƛǎŜ 
leaders and often sizeable investments in     
Big Data technologies, many programs still 
ǎǇǳǘǘŜǊ ƻǊ Ŧŀƛƭ ŎƻƳǇƭŜǘŜƭȅΦέ

ð Evanta Leadership Network,

May 29, 2014.

https://www.leadershipnetwork.com/


Big Data: More Than Just Input

ÅάLƴ ǘƘŜ ŀŦǘŜǊƎƭƻǿ ƻŦ .ƛƎ 5ŀǘŀΩǎ ōǳȊȊΣ Ƴŀƴȅ 
organizations are finding that successful 
programs require much more than simply 
ǇƭǳƎƎƛƴƎ Řŀǘŀ ƛƴǘƻ ŀ ǇǊƻƎǊŀƳΦέ

ð Evanta Leadership Network,

May 29, 2014.

https://www.leadershipnetwork.com/


2013 Data Scientists Conference

88% of the Data Scientists surveyed said 
they were concerned about privacy and 
that consumers should worry about the 
privacy issues associated with Big Data.

- JSM 2013 Conference 



Big Data is moving from its 
inflated expectations phase                                      
to a trough of disillusionment.

τGartner Hype Cycle, 
April 2014

http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp


Context is Key

ÅPerforming data analytics on context-free data 
will only yield correlations (which at times, will       
be spurious);

ÅBy adding context as a feature in the analytics,  
we may be able to impute causality ςwhich has 
the potential to be invaluable in our analyses.



Privacy Breeds Innovation:                            
It Does NOTStifle It!

ÅThe argument that privacy stifles innovation reflects a dated,    
zero-sum mindset;

ÅThe notion that privacy must be sacrificed for innovation is a false 
win/lose dichotomy, consisting of unnecessary trade-offs;

ÅThe opposite is true ςprivacy drives innovation ςit forces 
innovators to think creatively to find solutions that will serve 
multiple functionalities;

ÅWe need to abandon zero-sum thinking and adopt a positive-sum 
paradigm where both innovation andprivacy may be achieved ς
we need a new playbook!



τCommissioner Cavoukian

άtǊƛǾŀŎȅ ƛǎ Ƨǳǎǘ ŀǎ .ƛƎ ŀǎ           
Big Data. The tools exist to 
systemically protect personal 
information and bring about 
the benefits of Big Data. 
Together we can ensure that 
.ƛƎ 5ŀǘŀ ŀƴŘ Ψ.ƛƎ tǊƛǾŀŎȅΩ 
can both be accomplished to 
enable win-ǿƛƴ ǎŎŜƴŀǊƛƻǎΦέ



ά¢ƘŜǊŜ are considerable 
risks in abandoning           
de-identification efforts, 
including the fact that 
individuals and 
organizations may simply 
cease disclosing de-
identified information for 
secondary purposes, even 
those seen to be in the 
ǇǳōƭƛŎ ƛƴǘŜǊŜǎǘΦέ

τCommissioner Cavoukian



Data Minimization 
and 

De-Identification



Data Minimization 

ÅData minimization is the most important 
safeguard in protecting personally identifiable 
information, including for a variety of research 
purposes and data analysis;

ÅThe use of strong de-identification techniques, 
data aggregation and encryption techniques, are 
absolutely critical.



Dispelling the Myths about 
De-LŘŜƴǘƛŦƛŎŀǘƛƻƴΧ

ωThe claim that de-identification has no 
value in protecting privacy due to the 
ease of re-identification, is a myth;

ωIf proper de-identification techniques 
and re-identification risk management 
procedures are used, re-identification  
becomes a very difficult task;

ωWhile there may be a residual risk of 
re-identification, in the vast majority 
of cases, de-identification will strongly 
protect the privacy of individuals when 
additional safeguards are in place. 

www.ipc.on.ca/English/Resources/Discussion-

Papers/Discussion-Papers-Summary/?id=1084



Essential Need for strong De-Identification

ÅPersonally identifiable data must be rendered 
non-identifiable;

ÅStrong de-identification protocols must be 
used in conjunction with a risk of re-
identification framework;

ÅAnonymization, encryption, de-identification; 

ÅProactive management of privacy risks.



The Myth of Zero-Risk 



4 Recently Released Standards on De-
Identification, Taking a Risk-Based Approach

1. Institute of Medicine:

Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk
Committee on Strategies for Responsible Sharing of Clinical Trial Data

2. HI Trust: Health Information Trust Alliance:

De-Identification Framework: 
A Consistent, Managed Methodology for the De-Identification of Personal Data and 
the Sharing of Compliance and Risk Information



4 Recently Released Standards on De-
LŘŜƴǘƛŦƛŎŀǘƛƻƴΣ /ƻƴǘΩŘ

3. Council of Canadian Academies:

Accessing Health and Health-Related Data in Canada
The Expert Panel on Timely Access to Health and Social Data for Health Research and 
Health System Innovation

4. PhUSE Pharmaceutical Users Software Exchange:

De-Identification Standard for CDISC SDTM 3.2
PhUSE De-Identification Working Group



Innovate with De-Identified Data

ÅDe-Identification and data minimization are among 
the most important safeguards in protecting personal 
information;

ÅYou should not collect, use or disclose personal 
information if other data (i.e., de-identified, 
encrypted or obfuscated) will serve the purpose;

ÅThe use of strong de-identification, aggregation, and 
encryption techniques are absolutely critical, and 
readily available.



Companies Should be Allowed to Innovate 
with De-Identified Data

άwŜ-Identification concerns are over-ǎǘŀǘŜŘ Χ 
anonymized data can, in many circumstances be 

used without fear of re-ƛŘŜƴǘƛŦƛŎŀǘƛƻƴΦέ

Information Technology and Innovation Foundation

January 17, 2014



ά¢ƘŜǊŜ are considerable 
risks in abandoning           
de-identification efforts, 
including the fact that 
individuals and 
organizations may simply 
cease disclosing de-
identified information for 
secondary purposes, even 
those seen to be in the 
ǇǳōƭƛŎ ƛƴǘŜǊŜǎǘΦέ

τCommissioner Cavoukian



Internet of Things
(IoT)



Internet of Things: Three Broad Categories

1) Wearable Computing:

ïEveryday objects

Åi.e. Google glass, Apple watch, Nymi band

2) Quantified Self:

ïwŜŎƻǊŘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ƻƴŜΩǎ ƘŀōƛǘǎΣ ƭƛŦŜǎǘȅƭŜ 
and activities

ïi.e. Health, fitness and sleep trackers

3) Home Automation:

ïComputer controlled thermostats, light bulbs, 
smart meters, the smart grid, etc. 



The Nymi Band

Log-in once, remain 
authenticated until you 
decide to remove the band

Can set how close to a 
device you need to be to 
(de)authenticate

IŜŀǊǘL5 ǳǎŜǎ ŀ ǇŜǊǎƻƴΩǎ 
unique cardiac rhythm



Featured Partnership: 
MasterCard

Physical and logical 

access

Biometrically 

authenticated contactless 

payments

Å Continuous authentication for access to computers, applications,  and physical spaces

Å Frictionless biometrically authenticated payments

Å Seamless user experience with zero-latency access

Å Built upon the 7 Foundational Principles of Privacy by Design



Internet of Things: Privacy Risks

Å¢ƘƛǊŘ ǇŀǊǘȅ ƳƻƴƛǘƻǊƛƴƎ ǊŜƳƻǾŜǎ ŎƻƴǘǊƻƭ ƻŦ ƻƴŜΩǎ 
information from the individual involved;

ÅThe nature of the devices may make it more difficult 
to obtain consent before data collection begins;

ÅSpecific instances of data collection may not seem 
important on their own, but when aggregated, they 
can create a comprehensive picture of a person that 
may be extremely harmful to the individuals 
involved, especially in the hands of unauthorized 
third parties.



EU Article 29 Working Party

ÅRecommendations on the Internet of Things:

ïaŀƪŜ ǇǊƛǾŀŎȅ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎ Χ Ŧƻƭƭƻǿ tǊƛǾŀŎȅ ōȅ 5ŜǎƛƎƴ;

ïDelete all raw data after processing;

ïwŜǎǇŜŎǘ ŀ ǳǎŜǊΩǎ ǎŜƭŦ-determination over their own data, and 
seek consent in a user-friendly way;

ï.Ŝ ǘǊŀƴǎǇŀǊŜƴǘ ŀōƻǳǘ Ƙƻǿ ŀ ǳǎŜǊΩǎ Řŀǘŀ ƛǎ ōŜƛƴƎ ǳǎŜŘΤ

ï²ƘŜƴ ǎŜƴǎƻǊǎ ŀǊŜ Ŏƻƴǘƛƴǳƻǳǎƭȅ ŎƻƭƭŜŎǘƛƴƎ ƻƴŜΩǎ ǇŜǊǎƻƴŀƭ 
data, remind users of this surveillance activity;

ïEnsure that data published to social platforms remain 
private, by default;

ïUsers should not be penalized for failing to consent;

ïData should be De-Identified, except when necessary.



Privacy Commissioners Declaration
36thLƴǘΩƭ /ƻƴŦŜǊŜƴŎŜ ƻŦ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ ŀƴŘ tǊƛǾŀŎȅ /ƻƳƳƛǎǎƛƻƴŜǊǎ

ïThe value of Internet of Things (IoT) is not only in the devices, 
but in the services that arise from their use;

ïConnectivity is ubiquitous: it is the joint responsibility of all actors 
to ensure trust in connected systems : Transparency is Key;

ïProtection should begin from the moment data that is collected;

ÅάtǊƛǾŀŎȅ ōȅ 5ŜǎƛƎƴ ǎƘƻǳƭŘ ōŜ ǘƘŜ ƪŜȅ ǎŜƭƭƛƴƎ Ǉƻƛƴǘ ƻŦ 
ƛƴƴƻǾŀǘƛǾŜ ǘŜŎƘƴƻƭƻƎƛŜǎέ

ïStrong, active and constructive debate is necessary to overcome 
the huge challenges presented by the developers of IoT.

-September, 2014

Mauritius



FTC expresses concerns over Mobile 
Health Apps

ÅThe U.S. Federal Trade Commission (FTC) has expressed 
concerns with the risks associated with the Health Information
collected by the Apple Watch and HealthKitplatform;

ÅData stored in mobile health apps are not covered by  HIPAA;

ÅFTC found that 12 mobile health and fitness app developers 
were sharing user information with 76 different parties;

ÅThe FTC would like to ensure that developers have the 
necessary safeguards to protect personal health information.



IoT Fears Relating to Tracking

ά9ŀǊƭƛŜǊ ǘƘƛǎ ȅŜŀǊΣ {ȅƳŀƴǘŜŎ /ƻǊǇΦ 
analyzed a number of [wireless] 

wearable products and found that 
all hardware-based devices were 

100% trackableΦέ

Anura Fernando 

The Privacy Advisor 

August 25, 2015



Privacy and Security by Default 

ά²ƛǘƘ ǘƘŜ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƻŦ Ƴƛƭƭƛƻƴǎ ǇƻǘŜƴǘƛŀƭƭȅ ŀǘ 
stake, wearable manufacturers, whether their 

products are regulated as a medical device or not, 
should incorporate as a default standards-based 
privacy and security controls into their product 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎΦέ 

Anura Fernando 

The Privacy Advisor 

August 25, 2015



FTC Report on IoT:
The Internet of Things

ÅSecurity Risks:

ïUnauthorized access to and Misuse of personal 
information;

ïRisks to personal safety;

ÅPrivacy Risks:

ïMaking data, credit, insurance or employment decisions 
based on collected data;

ÅPrivacy and Security risks could undermine consumer 
confidence and impede technologies from meeting            
their full potential.

January, 2015



Proposed Approach to Internet of Things: 
Data Security

1. Security by Design
ï Build security into devices from the outset;

2. Data Minimization
ï5ŀǘŀ ǿƘƛŎƘ ƛǎƴΩǘ ŎƻƭƭŜŎǘŜŘ ŎŀƴΩǘ Ŧŀƭƭ ƛƴǘƻ ǘƘŜ ǿǊƻƴƎ ƘŀƴŘǎΤ

3. Notice and choice for unexpected uses
ïConsumers should be given clear, simple notices of how 

their data will be used, along with a consent mechanism. 

Edith Ramirez ςUS FTC chairwoman 

CES 2015



Privacy and Security by Design


