
Protect Your Organization 
from Cyber Attacks

READY FOR MORE THAN A VA SCAN?®

Leverage the advanced skills of our consultants 
to uncover vulnerabilities our competitors overlook.



Cyber Attacks by the Numbers

The Verizon Databreach Report found that attackers are able 
to compromise an organization within minutes 82% of the time. 
Is your organization in danger of becoming another statistic?

95%
of confi rmed web app 

breaches were fi nancially 
motivated.

82%
of breaches happened 

within minutes.

40%
of breaches last year 

involved attacks on web 
applications.

63%
of breaches involved weak, 

default or stolen credentials.



ABOUT US

We are security consultants 
specializing in expert 
penetration testing.

VERTICALS WE SERVE

Our consultants have experience helping clients across multiple verticals test and strengthen the security within 
their environment — from websites and applications to high-security networks and back-end infrastructure.

RETAIL FINANCIAL MEDIA GOVERNMENT

TECHNOLOGY HEALTHCARE CONSULTING TELECOM

We off er a number of services including infrastructure penetration 
testing, web and mobile application testing, social engineering, 
red team exercises, source-code reviews and exploit development. 
Our clients occupy multiple industries including: government, 
technology, media, retail, healthcare and fi nancial.

READY FOR MORE THAN A VA SCAN?®

Our slogan illustrates our commitment to the industry to provide only expert-level penetration testing. 
Our consultants like to think outside the box, fi nd weaknesses others overlook, and continuously learn 
new ways to evade controls in modern networks.



SERVICES

Application Security Testing

CONFIGURATION 
MANAGEMENT

IDENTITY 
MANAGEMENT

CRYPTOGRAPHY

AUTHENTICATION 
& AUTHORIZATION

INPUT VALIDATION

BUSINESS LOGIC

ERROR HANDLING

SESSION 
MANAGEMENT

CLIENT SIDE

The basis of our application 
security testing is guided by 
an enhanced version of the 
OWASP testing methodology. 
The following issue types will 
be examined:

Application security is one of our core service off erings and is one which 
evaluates the security of web and mobile applications; from source-code all 
the way up to the browser. An application security assessment measures the 
eff ectiveness of the controls in place through simulating a cyber-attack. 

Unlike many competitors in the space, automated testing is only the beginning 
of our process, which is then followed by extensive manual testing. 
The fundamental problem with automation is that it is prone to false positives 
(e.g., incorrect fi ndings) and false negatives (e.g., missing critical areas of the 
application, lack of context, chained exploits, and more). Our expertise in the 
area takes our off erings beyond the sledge hammer approach and explores 
opportunities for more advanced attackers.

A signifi cant diff erentiator is that Packetlabs’ consultants develop a threat 
model of your application and take the time to understand the overall 
purpose of and the components which interact with sensitive information or 
functionality. This approach enables a real-world simulation of how an attacker 
will target your application and off ers signifi cantly more value. Only aft er 
thorough analysis do we begin attempting to manually compromise each layer 
of defence within the environment.

At the completion of this service, we draft  a detailed report, including 
an executive summary, outlining the overall state of the application and 
our technical fi ndings coupled with recommendations. Attacks involving 
multiple exploits are documented in a narrative to outline how an 
attacker could chain vulnerabilities together in order to compromise your 
application. Putting the pieces together, we perform root-cause analysis 
and provide both tactical and strategic recommendations.

WHAT WE CAN DELIVER



SERVICES

Penetration Testing

Within each phase of our 
methodology, the following issue 
types will be examined:

Penetration Testing or “ethical hacking” is a service that evaluates the security 
of your digital assets through a simulated cyber-attack. We have experience 
working with the latest tools and technologies, and leverage them to bypass 
the security of corporate networks protected by even the most sophisticated 
security controls. 

Our Penetration Testing methodology is aligned to industry standards and is 
compliant with various regulatory requirements including PCI DSS 11.3. The 
primary objective of this type of testing is to uncover vulnerabilities residing in 
IT systems, applications or network components and attempt to exploit them in 
order to obtain access to sensitive information or functionality.

Packetlabs consultants think outside of the box, fi nd weaknesses others 
overlook, and continuously learn new ways to evade controls in modern 
networks. During our engagements, we take the time to understand each of the 
in-scope components and their role in the overall system tested. Based on this, 
we custom tailor our approach to each environment we assess.

Looking to assess your organization instead of a particular system component? 
Review our objective-based penetration testing solution for more details.

At the conclusion of testing, we assemble a detailed report 
outlining our fi ndings, coupled with prescriptive recommendations 
to enhance the security within the environment. Each fi nding 
is documented with screenshots, and an attack narrative to 
illustrate the potential risk. Putting the pieces together, we 
perform root-cause analysis and provide both tactical and strategic 
recommendations.

WHAT WE CAN DELIVER

NETWORK SECURITY

CLIENT-SIDE 
PROTECTION

SYSTEM 
CONFIGURATION

OS & THIRD-PARTY 
PATCHING

AUTHENTICATION

DATABASE SECURITY

CRYPTOGRAPHY

WEB APPLICATION 
SECURITY

E-MAIL PHISHING

perform root-cause analysis and provide both tactical and strategic 
recommendations.



SERVICES

Objective-based 
Penetration Testing

Objective-based Penetration Testing takes conventional penetration testing 
a step further and assesses the security within your organization through 
simulating a more realistic cyber-attack without a defi ned scope of systems 
to be targeted. Rather than defi ning a scope in IPs and URLs, objectives are 
defi ned, for example: obtain access to high-security network, access to sensitive 
information or control over a target.

During this engagement, Packetlabs will attempt to achieve the objectives 
through using a number of advanced attack techniques in order to fi nd the 
weakest link. The primary objective of this type of testing is to evaluate the 
overall security of your organization, and the eff ectiveness of your incident 
response process. 

Packetlabs’ Objective-based Penetration Testing service off ering takes a 
three-pronged approach to assess people, process and technology. We have 
aligned test techniques to each of these areas in order to eff ectively validate 
the security of your most sensitive information.

At the conclusion of the engagement, a detailed report is prepared 
outlining the fi ndings identifi ed, coupled with recommendations 
to enhance the security within the environment. Each objective 
is thoroughly documented with an attack narrative to illustrate 
how it was achieved and the timeline of events. Putting the pieces 
together, we perform root-cause analysis and provide both tactical 
and strategic recommendations.

WHAT WE CAN DELIVER

To achieve each the defi ned 
objectives, the following attack 
types may be performed:

INFRASTRUCTURE

APPLICATION

WIRELESS

SOCIAL ENGINEERING

E-MAIL PHISHING

USB DEVICE DROPS

DEVICE PLANTING

TAILGATING

CARD CLONING



SERVICES

Security Consulting

Outside of our security testing services, Packetlabs delivers on a number of engagements and operational activities 
to assist our clients with assessing and maintaining the security within their environment.

Vulnerability Management

Soft ware vulnerabilities are identifi ed all the time, and the longer it takes for an organization to identify and remediate 
each vulnerability, the longer the exposure period lasts. Within this lifecycle, there are a number of pain-points 
organizations struggle with: being notifi ed that a new vulnerability has been discovered, identifying which systems within 
your environment are aff ected and, of course, patching it.

Rather than waiting for an article to hit the news about the latest vulnerability, let Packetlabs push the latest 
vulnerabilities relevant to your environment via a service desk ticket or email. With additional insight, we are able 
to map vulnerabilities to systems to ensure remediation eff orts can begin immediately.

Cyber Security Assessment

Security is only as strong as the weakest link, which requires a holistic approach across multiple security domains. 
A Cyber Security Assessment identifi es controls in place within your environment, measures their eff ectiveness, and 
reviews the implemented policies and procedures in order to establish a maturity level at each of the core security 
domains.

Packetlabs recommends performing a Cyber Security Assessment in order to identify gaps in your security foundation 
prior to commencing any objective-based penetration testing.

System Hardening

Hardening is the process of securing a system or application by reduction of the attack surface area. Generally, systems 
are built in a highly permissive state in order to enable its users to leverage features out-of-the-box. This state accounts 
for a large percentage of intrusions, which is why Security Hardening is oft en a countermeasure implemented to reduce 
the risk of a compromise.

Packetlabs off ers hardening services for a wide variety of operating systems, applications and web servers based on 
Industry Best Practices (CIS, NIST, ISO). Our capabilities in this space cover the design, implementation and continuous 
monitoring of the hardening standard within your environment.

Dramatic reduction in mean time to patch

Holistic measurement of security maturity-level 
within your company

Enhanced security within the environment

WHAT WE CAN DELIVER
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