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 What is GhostNet?
 A network of 1,295 compromised computers in 103 

countries
 C&C infrastructure based (mostly) in China, 

Mandarin interface, connection to Hainan
 30% of the infected hosts identified as high-value 

targets
− ministries of foreign affairs, embassies, international 

organizations, government networks, news media, 
corporations, and (Tibetan) NGOs



  

 Who are we?
– Information Warfare Monitor

• A collaboration between theSecDev Group, an 
operational think tank based in a Ottawa (Canada), 
and the Citizen Lab at the Munk Centre for 
International Studies, University of Toronto.



  

 Why did we undertake this investigation?
 Persistent allegations of attacks attributed to the Chinese 

government but...
− With little to no (publicly available) evidence or attribution 

chain linking attacks back to those responsible
 High level permission to collect data at key Tibetan institutions
 Opportunity to test methodologies and tools for conducting 

investigations into politically motivated, Internet-based attacks



  

 The art of investigation:
 Raw Data: Data is often scarce, difficult to obtain, and 

incomplete. 
 News Media: lacking in specificity and sometimes less than 

reliable.
 Political Context: Correlation is not causation. 
 Motivation: crime, terror, espionage, war?
 Attribution:  analyze who benefits from the attacks, explore 

alternative explanations. 



  

 Phase 1:  Field research with the Tibetan community in 
India to understand information security practices and 
gather technical data from compromised computers.

 Phase 2: Analysis of data collected during the field 
research, document instances of infection, identify and 
explore C&C servers.

 Phase 3: Infection of test computers with malware 
obtained from the C&C servers.



  



  



  



  



  



  



  



  



  

 你喜欢共产党？ 
− (Do you like the Communist Party?) 



  

 contentfilter*.log - ip, username, message, date, time (+ 
unknown parameters)

 skypecallinfo*.log - ip, username, version, 
username/phone number, date, time (+ unknown 
parameters)

 skypelogininfo*.log – ip, version, username, date, time
 skypenewuser*.log – ip, version, username, date, time
 skypenewusersendmoneytest*.log - unable to decrypt
 skypeonlineinfo*.log – ip, username, version date, time (+ 

unknown parameters)
 skypeversion.log – version, ip, date, time (not encrypted)



  

 Count of selected 
words (in Mandarin) 
found in captured 
messages



  

 Social network 
mapping



  

 Skype responds:
 "We deeply apologize for the breach of privacy on Tom’s 

servers in China and we are urgently addressing this 
situation with Tom."

 "It was our understanding that it was not TOM's protocol to 
upload and store chat messages with certain keywords, 
and we are now inquiring with TOM to find out why the 
protocol changed."

 "What we have discovered in our conversations with TOM 
is that they in fact were required to do this by the Chinese 
government."



  



  



  

 www.lookbytheway.net – 221.5.250.98

– POST /cgi-bin/Report.cgi HTTP/1.1

– POST /cgi-bin/serverlog.cgi HTTP/1.1
 www.macfeeresponse.org – 218.241.153.61

– POST /cgi-bin/Auto.cgi HTTP/1.1

– POST /cgi-bin/AutoTrans.cgi HTTP/1.1

 The POST connections to Auto.cgi contain a file name and the 
command “@@@@begin” which is followed by a POST to 
AutoTrans.cgi which actually uploads the targeted document. 
After several connections the entire document is uploaded and 
another POST is issued to Auto.cgi with the command 
“@@@@end”.



  



  



  



  

 GhostNet:
– HTTP connections to connect to PHP files, to 

different IP addresses and requesting different 
files, both used the same unique key when 
communicating...

• HTTP GET requests (port 80) to an IP address in a range 
assigned to Hainan-TELECOM, Hainan Province, 
China...

• HTTP POST connections (port 8000) to an IP address 
that reverse resolved to 
*.broad.hk.hi.dynamic.163data.com.cn in an IP range 
assigned to Hainan-TELECOM, Hainan Province, 
China...



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  

 The earliest infected computer called home to 
the control server on May 22, 2007. The most 
recent entry in our sample is March 12, 2009. 

 On average, the amount of time that a host was 
actively infected was 145 days. While 90 
infected computers were only infected for one 
day, 145 were infected for over 400 days. The 
longest infection span was 660 days. 

 In total, 422 hosts checked in March 1-12, 2009; 
373 of these computers were infected in 2008.



  

 Attribution?
 high profile targets collected by China for military and 

strategic intelligence purposes?
 random infected nodes that happen to include high 

profile targets of strategic significance to China but 
collected by someone or group with no political agenda 
per se?

 high profile targets collected by criminal non-state groups 
for sale to states or other actors?

 high profile targets collected by a state other than China 
but employed within China (and at least one node in the 
the US) for strategic purposes



  

 Observations
 Unsophisticated: each component is not particularly 

sophisticated from a technical perspective -- open and 
available tools and techniques

 Very Effective: “high profile” targets were easily infected, 
attacker(s) were able to keep control over infect hosts for 
long periods of time

 Collection vs. Exploitation – exploitation of the captured 
data would require resources, particularly linguistic skills.

 Ultimately who is behind GhostNet may be less relevant 
that the fact that it exists, the strategic relevance of the 
targets, and that there is probably many others like it... 



  



  



  



  

Thanks!

nart.villeneuve@utoronto.ca
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